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Preface

The following conventions have been used in this document:

[HELVETICA FONT] Used to indicate keysto be pressed. For example, press
[RETURN].

Courier Font Used to indicate entries to be typed at the keyboard, operating
system commands, titles of windows and dialog boxes, file and
directory names, and screen text. For example, execute the
following command:

tar xvf /dev/rm/3m

"Quotation Marks" Used to indicate prompts and messages that appear on the
screen.

Italics Used for emphasis.
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1. Introduction

This document describes general information about the Defense Information Infrastructure (DI1)
Common Operating Environment (COE) and the system administration utilities of the DIl COE

kerndl.

This guide is divided into the following sections and appendices:

Lists database limits for various DIl COE files.

Section/Appendix Page
Introduction 3
Provides a high-level overview of the DIl COE and provides a list of additional sources of
information.
DIl COE Environment 7
Lists hardware components and kernel components.
Operating Guidelines 9
Explains startup and shutdown of the hardware.
DIl COE Kernel and Segment Installation Overview 11
Provides instructions for performing local, remote, and network installations of the DIl
COE kernel and software segments.
Common Desktop Environment 13
Provides information about using the Common Desktop Environment (CDE) to provide a
standard environment for managing applications and functions.
System Administration Utilities 21
Describes DIl COE maintenance and management functions available to a system
administrator.
Error Recovery Guidelines 75
Describes potentia problems, errors, and solutions.
CSE-SS Functionality 79
Provides an overview of the CSEXDM, CSECON, CSEPAS, and CSELCK segments.
Communications 89
Provides information about networks, physical interfaces to the system, communications
and broadcast configuration, and troubleshooting.
Database Size Limits 99
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11 The DIl COE Kernel

The DIl COE kernel consists of the DIl COE software required on every workstation. The kernel
provides the commercial software of X Windows, Motif, and UNIX, aswell asthe DIl COE
System Administration, Security Administration, and runtime environment software. Figure 1
illustrates the DIl COE kernel and the segment installation process. Refer to the DIl COE
Integration and Runtime Specification for more information about the DIl COE. Refer to the DI
COE Kernel Installation Guide (Solaris 2.5.1)for more information about installing the DIl COE

kernel and segments.

*Install Windowing Environment

+ Bootstrap COE

“Install OS and Windows Patches

:

Install Security and System Admin
Software (via tar command)

Y

Login as System Administrator |«€--------;

¢ Kernell COE

Install Remaining Kernel COE Segments !
(via segment installer tool)

Y

Install Other Segments <
(via segment installer tool)

@ * Vendor-Specific Instructions

Figure 1. DIl COE Kernel and Segment Installation
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1.2 Referenced Documents
The following documents are referred to in this manual:

C DIl COE I&RTS:Rev 3.0, Defense Information Infrastructure (DIl) Common Operating
Environment (COE) Integration and Runtime Specification Version 3.0, January 1997

C DIl1.3200.501251.1G-1, Defense Information Infrastructure (DI11) Common Operating
Environment (COE) Version 3.2.0.0 Kernel Installation Guide (Solaris 2.5.1), July
25, 1997

C DIl1.3200.S01251.SMG-1, Defense Information Infrastructure (DI11) Common Operating
Environment (COE) Version 3.2.0.0 Security Manager’ s Guide (Solaris 2.5.1), July
25, 1997

C UB3.0.2.5:FUM1.0, Unified Build User's Guide Version 3.0.2.5, April 14, 1997.
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2. DIl COE Environment

This section describes DIl COE hardware components and DIl COE kernel components.

2.1 Hardware Components
C Sun SPARC with at least 64MB of RAM

C Hard disk drive with at least 1.2 gigabytes (GB).

2.2 Kernel Components

The DIl COE kernel is a suite of applications layered on top of the Solaris 2.5.1 Operating
System. The DIl COE kernel media contains software relating to several areas.

Operating system
System and Security Administration software
X Windows system software

Motif system software

O o o o O

Common Desktop Environment (CDE).
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3. Operating Guidelines
This section provides operating guidelines for powering up and powering down the system.

3.1 Power Down

WARNING! Never power down the system without first executing a shutdown, as described
in the steps below. Doing so could cause irreparable damage.

STEP1: Login. Loginwithasysadni n account and password at the prompts.

STEP 2: Shut down the machine. Select the Shut down option from the Har dwar e
pull-down menu and respond to the appropriate prompts.

STEP 3: Wait until the system isfully down.
STEP 4: Turn off the peripherals. Turn off the peripherals, including the monitor.
STEP5: Turn off the computer.

3.2 Power Up

STEP1: Turn on the Uninterruptable Power Supply (UPS). Turn on the UPS, if
necessary.

STEP2: Turn on the peripherals. Turn on the peripherals, including the monitor.
STEP3: Turn on the computer.

STEP4: Login. Log in with your assigned account and password at the prompts.

September 26, 1997
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4. DIl COE Kerne and Segment Installation Overview

This section provides an overview of installation procedures for the DIl COE kernel tape and one
or more application segment tapes (for example, Netscape).

NOTE: Applications are designed to run with specific operating systems. Before installing any
operating system or any segment, make sure the tape you are loading is the correct one. This
can be verified by checking the label on the tape.

CAUTION! The DIl COE isinstalled using an automated installation procedure that removes
previoudly installed software and overwrites existing data files. This type of installation is called
adedtructive installation. Therefore, back up any data you want to save before beginning any
installation procedure.

4.1 Installing the Operating System and Kernel

Refer to the DIl COE Kernel Installation Guide (Solaris 2.5.1) for details on installing the
operating system and kernel.

4.2 Installing Segments

Installation of the DIl COE and DIl COE segments varies depending on the hardware
architecture, the processor, and the type or number of segments being loaded.

Segments may be loaded or installed from tape drive or from hard disk. The source can be local,
remote, or network:

C Locd From atape drive physically attached to the machine
C Remote From atape drive physically attached to another machine

C Network From asegment installation server attached to the local area network
(LAN).

421 Local Installation

To install DIl COE segments locally, use the segment tapes and a tape drive attached to the
machine on which you are installing. The tape drive and the distribution medium must be
compatible; for example, a 4mm digital audio tape (DAT) drive cannot be used to load or install
an application delivered on a cartridge tape. Installing from alocal source is convenient because it
does not rely on a network to reach another machine. Refer to Section 6.4.1, Segment Installer
Option, for more information about installing segments.

September 26, 1997 11
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422 Remote Installation

To ingtall DIl COE segments from a remote source, the machine being loaded must have network
capability. In addition, you need to know the remote machine's system name or |P address. A
remote source is used when alocal tape drive is unavailable or when the tape drive on the
machine on which you are installing is incompatible with the tapes; for example, an HP segment
can be loaded or installed from a Sun SPARCstation. Refer to Section 6.4.1, Segment Installer
Option, for more information about installing segments.

4.2.3 Network Installation

To ingtall DIl COE segments from a network source, the segments must first be loaded onto one
or more segment servers (the hard disk of one or more network machines). Loading a segment is
different than installing a segment. Loading a segment on a machine stores the segment on the
machine, but does not enable the segment to run. Instead, segments stored on a segment
installation server are available for installation without the installation medium because they are
located on a server. Segments can then be installed individually on each machine on the network.
However, network installations require the system to be configured with networking capabilities.
Refer to Section 6.4.2, Segment Installation Server Option, for more information about loading
segments on a segment installation server.

NOTE: Loading segments on multiple machinesis highly recommended because it ensures
easy access to the software and does not require you to locate segment installation tapes.

12 September 26, 1997
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5. Common Desktop Environment

The DIl COE kernel is a suite of applications layered on top of the Solaris Operating System. The
Common Desktop Environment (CDE) is one of several software programs that comprise the
kernel. The CDE provides a standard environment for managing applications and functions within
one or more workspaces. To help organize your desktop, you can place special applicationsin a
particular workspace and name that workspace accordingly.

The CDE has a horizontal window at the bottom of the display called a Front Panel, whichisa
desktop window that exists in all workspaces. The CDE remains open as different workspaces are
opened. Figure 1 isa CDE Front Panel, which includes the following icons: Clock, Calendar, File
Manager, Text Editor—Persona Applications, Mailer, Workspace Switch, Lock, Graphical
Workspace Manager (GWM), EXIT, Default Printer, Style Manager, Application Manager, Help
Manager, and Trash Can. These icons are controls for completing tasks and indicators. The
controls and indicators shown in Figure 2 are described in greater detail in the following
subsections.

=

| | | | = - | [~ ] Z
I e e ] I Dnel | Two -
= b = — ToL3: mh=t ey
S 0 e o e e | ) =) ] (B %

Figure 2. CDE Front Panel

51 Subpanels

The default Front Panel contains subpanels. Controls with subpanels have a button with an
upward arrow above them. This button is used to display or close the subpanel. For example, the
Text Editor—Persona Applications, Personal Printers, and Help Manager controls have
subpanels (Figure 3). Subpanels containan i nstal | | con control, which alows the user or
system administrator to customize the Front Panel, anicon that will start the application, and
other controls. Dropping afile, folder, or actionicononthelnstal | |con control installs the
file, folder, or action itemin that subpanel.

To open a subpanel, click the arrow button above the control. To close a subpanel, click the down
arrow that appears at the bottom of the subpanel.

NOTE: If you have not moved a subpanel from itsinitial position, it closes automatically when
you choose a control.

Initially, the Text Editor—Persona Applications, Persona Printers, and Help Manager controls
have subpanels. In addition, the CDE can be customized: your front panel may contain additional
subpanels, and the subpanels may contain additional or different controls. In other words, you can
add controls to subpanels, interchange Front Panel and subpanel controls, add subpanels, add or
delete workspaces, or rename workspaces.

September 26, 1997 13
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—
- hewVewe |

File Edit Search Navigate

Front Panel Help

The Front Panel is a deskiop window that exists in all workspaces

= Jinstall Toon

Figure 3. CDE Subpanels
5.1.1 Adding and Removing Subpanels
Follow the steps below to add or remove a subpanel.

STEP 1: Indicate which subpanel should be added or removed. Point to the control in
the Front Panel whose subpanel you want to add or remove.

STEP2: Add or removethe subpanel. Choose Add Subpanel oOr Del ete Subpanel from
the control’ s pop-up menu (see subsection 5.3, Pop-up Menus, for more
information about pop-up menus).

512 Moving a Subpané
Follow the steps below to move a subpanel.

STEP 1: Indicate which subpanel should be moved. Point to the subpanel’s window
frame.

STEP2: Movethe subpanel. Hold down the left mouse button as you drag the subpanel to
its new location.

14 September 26, 1997
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5.2 Controlsand Indicators

The CDE contains controls and indicators. Controls allow you to access applications and utilities.
The Cdendar, File Manager, Mailer, Workspace Switch, Lock, Graphical Workspace Manager
(GWM), Exit, Printer, Style Manager, Application Manager, Help Manager, and Trash Can are
controls. Indicators provide information when selected — the Clock and the Busy Light are
indicators.

The default indicators and controls that comprise the CDE are described in the following
subsections as they appear from left to right on the CDE front panel. Since it can be customized,
your Front Panel may contain additional or different controls.

521 Clock

The Clock is an indicator that displays the current time, which is maintained by the operating
system.

5.2.2 Calendar

The Caendar is a control that displays the system date. Click on the Calendar to start the
Calendar application. The Calendar application enables scheduling of appointments and creation
of To Do lists. Day, week, month, and year calendar views are available. Appointments can be
scheduled, deleted, and listed.

523 FileManager

The File Manager control opens a view of your home folder or of a selected folder. This
application is used to manage the files and directories of a system, as well asto create, edit,
rename, and delete files and folders. Click on the File Manager control to open aview of your
home folder, or drop afile on the File Manager control to open a view of the dropped folder.

524  Text Editor—Personal Applications

The Text Editor—Personal Applications control is used to edit text. Click on the Text Editor
control to start the desktop Text Editor application. Dropping afile on the Text Editor control
opensthe filein anew Text Editor window.

This control position is reserved for a personal application of your choice. To place an application
other than the Text Editor in this control position, install the new application icon in the Persond
Applications subpanel. Applications are installed from the Application Manager (see Section
5.2.13, Application Manager) by dragging the icon from the Application Manager window to the
Install Icon control. Once the application isinstalled in the Personal Applications subpanel, you
can use the control’s pop-up menu to place that control in the Front Panel.

NOTE: Theseicons may not function based on profile selection. For more information about
profile selection, see the DIl COE Security Manager’s Guide (Solaris 2.5.1).

September 26, 1997 15
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Using this same installation process, you can store frequently used applications in the Personal
Applications subpanel, such asthe Terminal control, and the Icon Editor control. These two
controls are discussed in the following subsections.

5241 Terminal

The Terminal control is used to open aterminal emulator window. Click on the Terminal control
to open the window.

NOTE: For security reasons, this option has been removed from the CDE Front Panel for all
users except r oot . Root users can access the Terminal control from the Text Editor—Personal
Applications control subpanel.

If you are logged in with a System Administration account and want to access aterminal
emulator window, follow the steps below:

STEP 1: Double-click on the Application Manager control on the CDE Front Panel to
open the Appl i cati on Manager window.

STEP 2. Double-click onthe Dl I _APPS folder in the Appl i cati on Manager window to
openthe Appl i cati on Manager - DI | _APPS folder.

STEP 3. Double-click onthe SA Def aul t folder to open the Appl i cati on Manager -
SA Def aul t window. Thiswindow contains both a DTt er micon and an XTer m
icon.

STEP 4: Double-click on either the DTt er micon or the XTer micon to open the window.

5.2.4.2 |con Editor

The Icon Editor control is used to create new icons (bitmap and pixmap files) or edit existing
icons. Click on the Icon Editor control to open the Icon Editor application.

525 Mailer

The Mailer control is used to create, send, and receive electronic messages and attachment files.
Click on the Mailer control to start the Mailer application. To mail one or more files, select the

file(s) in File Manager, drag the file(s) from File Manager and drop them on the Mailer control,

type the subject and destination address(es) into the New Message dialog box, and click on the

Send button.

The Mailer control includes an indicator, which indicates the arrival of new mail. Dropping afile
on the Mailer control opensthe file's contents in the Mailer’s New Message window.
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52.6  Workspace Switch

The Workspace Switch allows you to change workspaces. To help organize your desktop, you
can place special applications in a particular workspace and name that workspace accordingly.
Each workspace, therefore, contains only those applications and functions you want to group
together. The Workspace Switch islocated in the center of the CDE Front panel. It contains
buttons with the words "ne", "Two", "Thr ee", and "Four ", which are controls used to select one
of four workspaces. The button for the current workspace is “pushed in” (that is, inset from the
other three). To change the name of the current workspace, click its button and edit the namein
the button.

5.2.7 Lock Control

The Lock icon locks the display and keyboard, thereby preventing unauthorized input. No input
from your keyboard or mouse will be allowed until you unlock the display with your password.
Click on the Lock control to lock the display.

5.2.8 GWM Control

The GWM control is used to start the Graphical Workspace Manager (GWM), which provides a
visual representation of the application windows available in all of the workspaces. The GWM s
used to control the size, placement, and operation of windows within multiple workspaces, as well
as maintain a depiction of the windows as you create, move, and otherwise manipulate them.
Click on the GWM control to start the GWM application.

5.29  Busy Light Indicator
The Busy Light indicator blinks to indicate that the system is running an action.
5210 EXIT Control

The EXIT control is used to log out of the desktop and end the desktop session. Click on the
EXIT control to end the current session.

5.2.11 Personal Printers Control

The Personal Printers control displays the status of the default printer and alows cancellation of
print jobs on that printer. Click on the Printer control to openthePri nt Manager window, which
shows the status of print jobs on the default printer and other printers. Drag files from the
Application Manager of the File Manager and then drop them onto the Printer control to print
them on the default printer.

The Personal Printers subpanel contains the following applications: Install 1con, Default, and Print
Manager. Install Icon is used to install an icon dragged from File Manager or Application
Manager onto the subpanel. Print Manager is used to print afile on the default printer, open or
close a printer’s queue, set a printer as default, or move jobs within a printer’s queue.
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5212 Style Manager

The Style Manager is used to customize the appearance and behavior of your desktop session.
Specifically, the Style Manager control allows customization of the backdrop, keyboard, screen,
fonts, colors, mouse, startup, beep, and window. Click on the Style Manager control to start the
Style Manager application. If the application is aready running, its window is raised to the top of
the window stack.

5.2.13 Application Manager

The Application Manager is a container for the applications registered on your system. Click on
the Application Manager control to open an Appl i cati on Manager window. Thiswindow
contains folders of application groups, such as tools and applications. These folders contain icons
that, when selected, start applications.

5214 Hep Manager

The Help Manager control lists information about CDE topics. Click on the Help Manager
control to open aHel p Vi ener window displaying the top level of help information. The help
available on your system is organized hierarchically. The top level lists al the help “families’ on
your system. When you click on a family to open it, you will see alist of al the help “volumes’ in
that family. The Index featurein the Hel p Vi ewer window is used to search for topics.

The Help Manager subpanel contains the following applications: Desktop Introduction, which
provides an introduction to the desktop; Front Panel Help, which provides an introduction to the
front panel of the CDE; and On-ltem Help, which provides information on a selected control.

5.2.15 Trash Can

The Trash Can stores files for deletion. Click on the Trash Can control to openthe Trash Can
window. Dropping afile or folder on the Trash Can control moves the file or folder to the Trash
Can. The Trash Can is emptied by opening the Trash Can, selecting files to be deleted, choosing
Shred fromtheFi | e menu or fromthe Trash Can pop-up menu, and then clicking oK in the
confirmation window.

5.3 Pop-up Menus

CDE Front Panel controls include pop-up menus. The contents of a control’s pop-up menu
depends on the behavior of the control and itslocation. To display a Front Panel pop-up menu,
point to the control and press the right mouse button.
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531 Pop-up Menusfor Front Panel Controls

If the control starts an application, the first entry in the menu is a command that starts the
application. Choosing the menu option has the same effect as clicking on the control. If the Front
Panel control does not have a subpanel, clicking on the control with the right mouse button will
display the following pop-up menu options: [ Nane of the control], Add Subpanel , and

Hel p.

[ Name of the control]
Starts the application (if the control starts an application).

Add Subpanel
Adds a subpanel to the control.

Hel p
Displays on-line help for the control.

5.3.2  Pop-up Menusfor Front Panel Controlswith Subpanels

If the Front Panel control has a subpanel, clicking on the control with the right mouse button will
display the following pop- up menu: [ Name of the control], Renove Subpanel , and Hel p.

[ Name of the control]
Starts the application (if the control starts an application).

Renove Subpanel
Removes the subpanel and its contents.

Hel p
Displays on-line help for the control.

5.3.3  Pop-up Menu for the Switch Area

The switch areais the portion of the workspace switch not occupied by other controls or
workspace buttons. The pop-up menu contains the following options: Add Wr kspace and Hel p.

Add Wor kspace
Adds a workspace.

Hel p
Displays help for the workspace switch.

5.34  Pop-up Menu for Workspace Buttons

Workspace buttons are used to change workspaces. Each button has its own menu, which
contains the following options: Add Wr kspace, Del et e, Renanme, and Hel p.

Add Wor kspace
Adds a workspace.
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Del et e
Deletes the workspace.

Renane
Turns the button label into atext field for editing the name.

Hel p
Displays help for the workspace switch buttons.

5.35  Pop-up Menu for Subpanel Controls

The pop-up menu for subpanel controls includes a command for making a particular control the
current Front Panel control. The pop-up menu contains the following options: Copy to Main
Panel , Renove, and Hel p.

Copy to Main Panel
Duplicates the control in the Front Panel, replacing the current Front Panel control.

Renove
Removes the control from the subpanel.

Hel p
Displays on-line help for the control.
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6. System Administration Utilities

This section describes the DIl COE System Administration application, which provides options
for DIl COE maintenance and management. To access utilities, log in with a system
administration user account.

Options are grouped according to their functionality and are located on pull-down menus or as
icons within the application manager. Some options may have a cascading menu. Availability of
specific menu options depends on two criteria:

C Hardware type (for example, SPARC)
C Access assigned to the user account profile.

The System Administration application has the following pull-down menus: SA System

Har dwar e, Sof t war e, and Net wor k. In addition, some system administration tasks may be
performed from the command line. These system administration utilities are described in the
following sections.

System Administration Functionality Page

DIl COE Printer Subsystem 22
Describes the additional printing functionality.

SA System Menu 26
Describes how to select and configure printers, manage print jobs, and close windows.

Hardware Menu 37
Describes how to reboot or shut down the system, mount file systems, format hard drives,
and initialize floppy disks.

Software Menu 43
Describes how to load or install segments.

Network Menu 54
Describes how to change the machine ID, edit host information, set the system time,

configure aworkstation as a Domain Name Server (DNS), set routing configuration,
configure mail on aworkstation, and configure Network Information Service (NIS+).

Removing Global Data 70
Describes how the system administrator can use the COERemoveGlobal command line tool
to remove global data, thereby making a segment accessible only to the local machine.

Changing Workstation Security Levels 72
Describes how to change the security level of aworkstation.

Auditing 73
Describes how to enable and disable auditing.

Changing the sysadni n Password 74
Describes how to change the sysadni n password.
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6.1 The DIl COE Printer Subsystem

The DIl COE Printer subsystem provides a smple, common way to configure, manage, and use
printer services from a DIl workstation. It provides a common graphical user interface across all
supported platforms and provides for centralized management of local printer resources, as well
as access to remote printers.

The COE Printer subsystem manages printersin what are known as administrative domains. An
administrative domain is a set of workstations within the same LAN that are configured for printer
services as a single unit. A local printer created on any workstation within an administrative
domain is immediately visible to all other workstations on the system. Any changes in the
configuration of a printer are also effective immediately on all printersin the domain. If a
workstation is down when a printer is added or deleted, that change is automatically detected
when the workstation is restarted.

Each printer used by DIl workstations should have a single COE Print Server designated to
handle print requests for that printer. This workstation is responsible for maintaining the
configuration for the printer, managing the print queue, and distributing information about the
printer to other workstations within the administrative domain.

The COE Printer subsystem provides remote access to COE Print Serversin other administrative
domains. A remote printer is still managed by a single COE Print Server in the remote domain,
but to usersin the local domain it appears identical to alocally managed printer.

The COE Printer subsystem provides support for directly attached printers, such as those with
seria or paralel port interfaces, as well as network printers that use the LP (Line Printer)
protocol (LP protocol is a standard used for printing in UNIX systems). A printer handled by an
LP server can be configured as alocal printer, just as a directly attached printer would be. In this
case, the LP server isthe ultimate controller for the printer, because it may receive jobs from non-
DIl workstations and the COE Print Server. However, al jobs from DIl workstations are till
managed by the COE Print Server, allowing for the full use of the DIl COE Printer capabilities.

6.1.1  Printing

The first time you drag and drop afile to print in the DIl COE Printer subsystem, you use athree-
part process. selecting afile, accessing the Pri nt Sel ect or window, and selecting a printer. This
process is described in the following steps:

STEP 1. AccesstheFile Manager window. Click ontheFi| e Manager control inthe
CDE front panel. TheFi 1 e Manager window appears.

STEP2: Movethefileyou wish to print tothePrinter control. IntheFil e Manager
window, highlight the file you wish to print, drag it (hold down the middle mouse
button) to the Pri nt er control inthe CDE front panel, and drop it (release the
mouse button). The Pri nt Sel ect or window appears (Figure 4), unless you have
previously selected a“ Specified” printer for easy access (see Section 6.2.1.2.2,
Creating a Specified Printer on the CDE Front Panel).
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ai Print Selector E iJ|

File Selacted Help
File Information:
Owner Size Tupe Date Time
swsadmin 1267 Unknown 07/16/97 20:115:27
login
Default Printer:
Haost Color Status # of Jobs Queue Size

=5 W Disable

printeri

Open Other Printers

Print Cancel

Figure 4. Print Selector Window

STEP 3: Print thefile. Notice that your fileislisted at the top of the Pri nt Sel ect or
window under Fi | e | nf or mati on, along with information pertaining to that file.
To print the file to the default printer, click onthe Pri nt button. The Pri nt
Sel ect or window closes. To print with another printer, continue on to Step 4.

STEP4: Print with another printer. Click onthe Qpen Ot her Printers buttonto view
information for all other printers on the system. The window expands to
accommodate the list. Drag the file icon, using the middle mouse button, down to
any printer you choose and drop it there. The file prints to the selected printer and
thePrint Sel ect or window closes.

6.1.2 The Print Selector Window

ThePrint Sel ector window shows file information, default printer information, and, when
instructed to do so, information about other printers on the system (see Step 4 above). To change
the default printer, click onthe Qpen Ot her Printers button, click on a printer icon to highlight
aprinter other than the default printer, and select Set as User Defaul t fromthe Sel ect ed
menu. A message window appears with the message Def ault Printer Set to [Printer

Nane] . Click on the d ose button to close the message window. The newly selected printer now
appears as the default printer inthe Pri nt Sel ect or window.
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NOTE: When you set a printer as the default printer onthe Print Sel ect or window or the
Print Manager window, this becomes your personal default printer. When you set a printer as
the default printer onthe Pri nter Adni ni strator window, this becomes the system default
printer. The personal default printer overrides the system default printer.

Print Selector Pull-down Menus

ThePrint Sel ector window contains the following pull-down menus: Fi | e, Sel ect ed, and
Hel p. These pull-down menus are described below.

File
TheFi | e pull-down menu contains the following options: Pri nt , Updat e W ndow, and Exi t .

Pri nt
Prints the file to the highlighted printer.

Updat e W ndow

Refreshes data displayed inthe Pri nt  Sel ect or window.
Exi t

ClosesthePrint Sel ector window.

Sel ect ed
The Sel ect ed pull-down menu contains the following option: Set as User Default .

Set as User Default
Sets the highlighted printer as the default printer.

Hel p
The Hel p pull-down menu is not yet implemented.

Print Selector Window Fields

TheFile Information portion of thePrint Sel ect or window has the following fields: Oaner ,
Si ze, Type, Dat e, and Ti ne. Each printer iteminthePrint Sel ect or window has the following
fields: Host , Col or, Status, # of Jobs, and Queue Si ze. These fields are described below.

File Information:

Onner
Shows the name of the user who owns the file.

Si ze
Shows the size of thefile.

Type
Shows the file type (this functionality is not currently supported, so this field reads type
Unknown).

Dat e
Shows the date associated with the creation of the file.
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Ti me
Shows the time associated with the creation of the file.

Default Printer (and Qther Printers):

Host
Shows the host on which the printer resides.

Col or
Shows the color capability of the printer. Because this functionality is not currently supported,
the field displays B/ w(black & white).

St at us
Shows the status of the printer (for example, 1 dl e, Pri nti ng, Di sabl ed).

# of Jobs
Shows the number of print jobs currently in the print queue.

Queue Size
Showsthe total size of all the print jobs currently in the queue.

Print Selector Window Buttons
ThePrint Sel ector window hasthe following buttons. Gpen/ d ose Gther Printers, Print,

and Cancel . These buttons are described below.

Open/ C ose Gther Printers

Used to show/not show information about other printers available inthe Pri nt  Sel ect or
window. To show information about printers other than the current default printer, click on the
Qpen Gt her Printers button. The window extends to include a list of other available printers
and information about each printer, and the Qpen Ot her Printers button becomesthe d ose
Q her Printers button. To collapse this portion of the window and view only default printer
information, click onthe d ose Qther Printers button.

Pri nt
Used to print the file to the currently selected (highlighted) printer.

Cancel
Used to closethePrint Sel ect or window.
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6.2 SA System Menu

The SA Syst emmenu contains the following options: Pri nter and A ose Al | . These options are
described in subsections 6.2.1, Printer Option, and 6.2.9, Close All Option.

6.2.1  Printer Option

ThePrinter optionis used to manage many of the DIl COE printing functions. The Pri nt er
option has a cascading menu that contains three options: Pri nt er Manager , Pri nt er
Adninistrator,andPrinter Donmai n Config. Thesethree options are described in detail in the
following sections.

6.2.1.1 Printer Manager Option

ThePrinter Manager option allowsyou to view and affect the print jobs stored in the local
printers queues. Select the Pri nter Manager option fromthe SA Syst emmenu to open the
Print Manager window (Figure5).

—| Frint Manager |- ]
File Selected Wiew Help
Default Printer: Host Color Status Jobs in Queue  Queue Size
{==h tests B Idle 0 0

= i
demoli
Close Other Printers
Other Printers: Host Colar Status lobs in Queue  Queue Size
dE=y tests B/ Idle a 0
= /!
practicel
(= tasts B/ Idle 0} 0
=" /!
tastprint2
1 Date:07A17/97 Sustemn Default: demoii

Figure 5. Print Manager Window
Print Manager Pull-down Menus

ThePrint Manager window contains the following pull-down menus: Fi | e, Sel ect ed, Vi ew,
and Hel p. These pull-down menus are described below.

File
TheFi | e pull-down menu contains the following options. Updat e W ndow and Exi t .
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Updat e W ndow

Refreshes data displayed inthe Pri nt Manager window.
Exi t

ClosesthePrint Manager window.

Sel ect ed

The Sel ect ed pull-down menu contains the following options: Qpen Queue, O ose Queue, Set
as User Default, Myve Job to Front ,and Renove Job. To usethe Sel ect ed menu
options, you must first highlight a printer.

Open Queue
Expands the view of the selected printer to include the jobs currently in the printer’s queue.

Y ou can also double-click on the Printer icon to open the queue.

G ose Queue
Collapses the view of the selected printer’s queue. Y ou can also double-click on the Printer
icon to close the queue.

Set as User Default
Sets the highlighted printer as the default printer.

Move Job to Front
Moves the highlighted print job to the front of the queue. However, if the first job is currently
printing, the selected job will move to second in the queue.

NOTE: You can aso move jobs around in the print queue by dragging and dropping them:

Click on aprint job icon to highlight it.

Hold down the second mouse button.

Drag the icon to the desired position in the queue.
Release the mouse button to drop the print job.

hpONPE

Jobs will appear in the new order. Again, if ajob is currently running and you try to place the
selected job to the first position, the selected job will be bumped to second in the queue.

Rermove Job
Deletes a print job.

Vi ew
The Vi ew pull-down menu contains the following option: Job I nfo.

Job Info
Displays specific information about the selected print job. Y ou can also view job information
by double-clicking on the job.

Hel p
The Hel p pull-down menu is not yet implemented.

Print Manager Fields
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Each printer iteminthePri nt Manager window has the following fields: Host , Col or, St at us,
Jobs I n Queue, and Queue Size. These fields are described below.

Host
Shows the host system for the printer.

Col or
Shows the color status of the printer. Because this functionality is not currently supported, the
field displays B/ w(black & white).

St at us
Shows the status of the printer (for example, |1 dl e, Pri nti ng, Di sabl ed, Down).

Jobs I n Queue
Shows the number of print jobs currently in the print queue.

Queue Size
Showsthe total size of all the print jobs currently in the queue.

6.2.1.1.1 Viewing Print Jobs

To view the print jobs for a specific printer (including the default printer) onthe Pri nt Manager
window, click on the desired printer to highlight it, then select the Qpen Queue option from the
Sel ect ed menu. You can also double-click on the printer to open the queue. The selected printer
item expands to show print jobsin the queue (Figure 6). The d ose Queue option closesthe
expanded view of the queue.

= Frint Manager [N

File Selected Wiew Help
Default Printer: Host Caolor Status Jobs in Queue  Queue Size
= 25 /W Disabled

printeri

Ksession

Open Other Printers

1 Date:07/18/97 User Default: printer1 7

Figure 6. Print Manager Window with Open Queue
6.2.1.1.2 Viewing Print Job Information

Y ou can view information about a print job by following one of these two methods:. 1) highlight a
print job and select the Job | nf o option from the vi ew menu; or 2) double-click on ajob. The
Job I nformati on window (Figure 7) appears.
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- lob Information =
Jlob Name:  login
Ownetr: swsadmin

File Type: LUNKNOWHN

Job Size: 1267

Time: 18:25:34

Date: Thu Jul 17 1997
Ok

Figure 7. Job Information Window

The Job | nfor mati on window contains information specific to the print job you have
highlighted inthe Pri nt Manager window: Job Nane, Oaner, Fil e Type, Job Size, and the
Ti me and Dat e at which the server received the job. Click on the o button to close this window.

Print Manager Window Buttons

ThePrint Manager window has one button. This button changes, depending on the status of the
window. See Qpen/ Gl ose Qther Printers below.

Open/ C ose Gther Printers

Used to show/not show information about other printers available inthe Pri nt  Manager
window. To show information about printers other than the current default printer, click on the
Qpen Gt her Printers button. The window enlarges to include alist of other available printers
and information about each printer, and the Qpen Ot her Print ers button becomesthe d ose
Q her Printers button. To collapse this portion of the window and view only default printer
information, click onthe d ose O her Printers button. Figure 5 shows the expanded Pri nt
Manager window.

6.2.1.2 Printer Administrator Option

ThePrinter Adninistrator optionisused to add, modify, and delete printers, and to add
remote printer access. ThePrinter Admi ni strator option aso allowsyou to enable or disable
aprinter queue, printer function, and the banner for a selected printer, and to set a printer asthe
default printer. Select the Pri nt er option, thenthePrint er Admi ni strator option under the
SA Syst emmenu to openthePrinter Admi nistrator window (Figure 8).
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= Printer &dministrator B
File Edit Control Help
Printer Configuration
MName Host Banner Printer Queue Type
= Enabled Local
demoii
L= tests on Enabled on Local
=
practicel
= tests on Enabled on Local
=
testprint2
Date: 07717797 Swstem Default; demot

Figure 8. Printer Administrator Window
Printer Administrator Pull-Down Menus

ThePrinter Adm nistrator window contains the following pull-down menus:. Fi | e, Edi t ,
Cont rol , and Hel p. These pull-down menus are described below.

File
TheFi | e pull-down menu contains the following options: Updat e W ndow, Print Log Report,
Print Test Page, andExit.

Updat e W ndow
Refreshesthe datainthe Pri nt er Admi ni strat or window.

Print Log Report
Prints alog report. This functionality is not currently supported.

Print Test Page
Prints atest page on the selected printer. This functionality is not currently supported.

Exit

ClosesthePrint er Admi ni strator window.
Edi t
TheEdi t pull-down menu contains the following options. Add Printer, Add Renote Printer
Access, Modify Printer,andDel ete Printer.

Add Printer
Adds a printer.
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Add Renote Printer Access
Obtains access to a printer not in the local domain.

Modi fy Printer
Modifies the configuration of a printer in the local domain.

Del ete Printer
Deletes a selected printer.

Cont r ol

The Cont rol pull-down menu contains the following options. Enabl e Queue, Di sabl e Queue,
Enabl e Printing,Disable Printing, Enabl e Banner, Di sabl e Banner , and Set as
Defaul t .

Enabl e Queue
Enables entry of print jobs to the selected printer’s queue.

D sabl e Queue
Disables entry of print jobs to the selected printer’s queue.

Enabl e Printing
Enables the printing of jobs in the selected printer’s queue.

Di sable Printing
Disables the printing of jobsin the selected printer’s queue.

Enabl e Banner
Enables printing the banner of the selected printer.

Di sabl e Banner
Disables printing the banner of the selected printer.

Set as Default
Sets the selected printer as the system default printer.

Hel p
The Hel p pull-down menu is not yet implemented.

Printer Administrator Fields

ThePrinter Adninistrator window hasthe following fields. Name, Host , Banner , Pri nter,
Queue, and Type. These fields are described below.

Narme
Lists the names of available printers.

Host
Shows the host to which each printer is attached.

Banner
Shows the status of the printer’s banner — on or of f .

Printer
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Shows the printer status — Enabl ed or Di sabl ed.

Queue
Shows the queue status— On or Of f .

Type
Shows the type of printer — Renot e (outside domain) or Local (inside domain).

6.2.1.21

Adding a Local Printer

To add alocal printer, or a printer within your domain, select the Add Pri nt er option from the
Edi t menuonthePrinter Adninistrator window (Figure 8). The Add Printer window
(Figure 9) appears.

STEP 1:
STEP 2:

STEP 3:

STEP 4:

Add Printer

N

Printer Name:

Host Mame:

Printer Model/Twpe:

Printer Port Mame:

Description:

TestPrinters

tasts

PostScript printer

Farallel Port

| Swstem Default Printer

Ok

Cancel

Figure 9. Add Printer Window

Click on the Host Nanme drop-down list box and select a host from the list.

Enter the printer nameinthe Pri nter Nane field (maximum of 14 characters, no
special characters) and an appropriate description in the Descri pti on field.

Click onthePrinter Mdel / Type drop-down list box and select a model/type
fromthelist.

Click onthePrinter Port Nane drop-down list box and select a printer port
fromthelist. If you select LP Print Server fromthePrinter Port Name list,
you must then enter the appropriate information inthe LP Server Host Name and
LP Printer Nane fields below.

32
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NOTE: Select LP Print Server fromthePrinter Port Nane list when the desired printer’s
host is not attached to a DIl COE machine but is on your network. The LP Server Host
Name must be contained in the network list (for example, DNS, NIS+, host table).

STEP5: Click onthe Ssystem Defaul t Printer check-box if you wish to select this
printer as the default.

STEP6: Click on the &k button to accept all of your choices and close the Add Pri nt er
window, or click on the Cancel button to disregard al of your selections.

When you click on & to close the Add Pri nt er window, the Pri nter Admi ni strator window
reappears. The printer you just added is now included in the list of available printers.

6.2.1.2.2 Creating a Specified Printer on the CDE Front Panel

To create a specified printer, or add an option for a frequently used printer, on the CDE Front
Panel’sPri nt er control, perform the following steps:

STEP1: Open thePrinter menu. Click the Ssymbol above the Pri nt er icon on the

Front Panel. The Pri nt er menu opens (Figure 10). Note the specified printer at
the bottom of the menu.

—| Personal Printers |

p—
=
;DJ—”

=

Figure 10. Printer Menu

STEP 2. AccessthePrinter Manager window. Select thePri nter Manager option from

thePrinter menu. ThePrinter Manager window appears. The Pri nt er menu
remains open in the CDE Front Panel.

STEP 3: Select aprinter to bethe specified printer. Highlight and drag the printer you
want to be the specified printer to the I nstal I | con option onthePrinter menu
and drop it. A printer icon, along with the name of the printer you' ve just specified,
appears as anew option on the Pri nt er menu (see Figure 10).
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NOTE: To set the specified printer as the default printer so that when you drag afile to the
printer control to be printed it will automatically print to this printer, right click on the specified
printer’sicon and select the Copy to Mai n Panel option from the sub-menu. To return to the
previous default printer, right click on the default printer’s (Def aul t ) icon and select Copy to
Front Panel from the sub-menu.

6.2.1.2.3 Modifying Printer Information

To modify printer information, highlight the appropriate printer and select the Modi fy Printer
option from the Edi t menu of the Pri nt er Adni ni strator window. (You can only modify
information for alocal printer; you cannot modify the information for a remote printer.) The
Modi fy Printer window (Figure 11) appears.

Ai Modify Printer B iJ|
Printer Name:
Host Name: Tenil ki
Printer Model/Type: PostScript printer
Printer Port Name: Serial Port &

Description: |

Ok Cancel

Figure 11. Modify Printer Window

TheMdify Printer window alows you to change information inthe Pri nter Model / Type,
Printer Port Name, Description, LP Server Host Name,andLP Printer Name fields.
When you are finished making changes, click on the ok button to close the window and accept the
changes or click on the Cancel button to close the window and disregard the changes. The
Printer Adm nistrator window reappears.

6.2.1.2.4 Deleting a Printer

To delete a printer, highlight the appropriate printer and select the Del ete Pri nt er option from
the Edi t menu onthePrinter Adninistrator window. Click on Gk or Cancel when asked,
Are You Sure You Want to Delete Printer [printer nane]?
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6.2.1.2.5

Adding a Remote Printer

To obtain access to aremote printer (a printer located outside your local domain), select Add
Renote Printer Access fromtheEdit menuonthePrinter Adm nistrator window. The
AddRenot ePri nt er window (Figure 12) appears.

STEP 1

STEP 2:
STEP 3:

STEP 4:

6.2.1.2.6

= addRemotePrintar |- [

Local printer name: |

Remote host name: |

Remaote printer name: |

Ok Cancel

Figure 12. AddRemotePrinter Window

Enter the printer name as you wish it to appear in your local domain into the Local
printer name field.

Enter the name of the remote host machine in the Renot e host nane field.

Enter the name of the remote printer that you wish to accessin the Renot e
printer name field.

Click on either the ok or cancel button to close the window.

Enabling and Disabling Printer Functions

ThePrinter Adninistrator window allows usersto enable or disable three printer functions:
queue, print, and banner.

STEP 1

STEP 2:

Select a printer and then open the Cont r ol menu to view the enabling or disabling
options.

Choose one of the following options to disable:

C Select Di sabl e Queue to restrict print jobs from entering the queue.

C Select Di sabl e Print to restrict jobsin the queue from being printed
(new jobs may still be added to the queue if the queue is enabled).

C Select Di sabl e Banner to turn off the page preceding a print job, which
identifies the security level of the machine.
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The Enabl e Queue, Enabl e Print, and Enabl e Banner options simply turn the functions back
on (enable them). When you enable or disable a function for a printer, the status of that function is
updated in the printer’s status line.

6.2.1.2.7 Selecting a System Default Printer

Y ou can select a system default printer onthe Pri nt er Adnmi ni st rat or window by highlighting
aprinter and then selecting Set as Def aul t fromthe Cont rol menu. The system default printer
islisted in the status line at the lower right corner of the window.

6.2.1.3 Printer Domain Config Option

ThePrinter Domain Config optioninthePrinter menuisused to configure the workstation
on which you are currently working to the domain name of your choice. Follow these steps to
configure a printer domain:

STEP 1. Fromthe SA Syst emmenu, select Print er, then select thePrinter Config
Donai n option. A dialog box appears with the following message: Cur r ent
domain is [domain nane]. New Printer domain nane: .

STEP 2: Enter aname for the new printer domain and click on the o button.

NOTE: If you have printers configured to the machine you are configuring, an informational
message appears. This message states that the domain configuration has failed. To configure
this machine you must delete all printersusing the Pri nt  Admi ni st rat or window.

STEP 3: Reboot the system when the confirmation message appears stating that the new
printer domain has been configured.

6.2.2  Close All Option

Thed ose Al optionisused to close al the windows launched from the menu bar or from the
DI | _APPS folder. To accessthe Di | _APPS folder, double-click on the Application Manager
control on the CDE Front Panel to open the Appl i cati on Manager window. TheDi | _APPS
folder is located in this window.

NOTE: Thed ose AlI option does not close windows opened from the CDE Front Panel.
Refer to Section 5, Common Desktop Environment, for more information about CDE.
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6.3 Hardware Menu

The Har dwar e menu contains the following options. shut down Syst em, Reboot Syst em, and
Di sk Manager . These options are described in the following subsections.

6.3.1  Shutdown System Option

The shut down Syst emoption is used to shut down the system safely before powering down the
machine.

NOTE: Never power down the system without first executing a shutdown. Doing so could
cause irreparable damage. Powering down the system is described in the steps below.

Follow the steps below to shutdown the system.

STEP1: Select the shut down Systemoption. The shut down dialog box appears with the
following message: Do you want to shutdown the conputer?

STEP 2: Shut down the system. Click on the o button to continue the shutdown process.

STEP 3: Turn off the system. Turn off the machine when the system is completely down.
System messages appear that indicate the systemis ready to power down.

6.3.2 Reboot System Option

The Reboot Syst emoption is used to reboot the system. Follow the steps below to reboot the
system.

STEP1: Select the Reboot Systemoption. The Reboot dialog box appears with the
following message: Do you want to shutdown and reboot the conputer?

STEP 2. Reboot the system. Click on the o button to reboot the machine. When the
reboot is complete, the DIl COE Login window appears.

6.3.3 Disk Manager Option

TheDi sk Manager option provides the following file system management functionality:
Mounts file system partitions

Formats hard drives

Displays hard disk space availability

O o o O

Initializes floppy diskettes.

After selecting the Di sk Manager option, the Di sk Manager window appears (Figure 13).
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—| ==
FILE SY¥STEM KEYTES USED AVAEIL  ZCAP MOUNTED ON _
Pdev/dsk/c0t3d0s0 88399 12543 67026 16% A
/dev/dsk/c0t3d0sb 218743 170576 26297 B7?X usr
Jproc i} 0 0 ox Jproc
fd 0 0 0 0% /dev/Fd
/dev/dsk/c0t3d0s3 81559 14448 58961 20% /Avar
swap 133772 40 133732 0%  /tmp
/dev/dsk/c0t3d0s7? 1417550 486091 789709 38% ~h
Jdev/dsk/c0t1d0s7? 1952573 1996691 160632 91¥% hone2
/dev/dsk/c0t3d0s4 9895 440 8475 9%  /securityl 7
REFRESH PHENT | MOUNT HNEW | UNHOUNT | INIT FD | HEUFS EXPORTFS EXIT

Figure 13. Disk Manager Window

A mounted file system can be accessed for read and write operations. Mounted file systems are
highlighted in yellow.

Disk Manager Window Buttons

TheDi sk Manager window has the following buttons: REFRESH, MOUNT, MOUNT NEW UNMOUNT,
I NI T FD, NEWFS, EXPORTFS, and EXI T. These buttons are described below.

REFRESH
Used to update file system entriesin the Di sk Manager window.

MOUNT
Used to attach an existing file system listed in the Di sk Manager window to adirectory, thereby
making the files available to the user. Follow the steps below to mount afile system.

STEP 1. Select afile system to be mounted. Click on afile systemin the Di sk Manager
window to highlight it.

STEP 2. Click on the MOUNT button. The MOUNT FI LE SYSTEMwindow appears
(Figure 14).

—

FILE 5YSTEH:

| dev/dsk,cOt 1d0s0
MOUNT POINT:

Punup| | /honeZ

1 MOUNT | Cancel | |4

Figure 14. MOUNT FILE SYSTEM Window
STEP 3: Select an unused location asa mount point for the file system. Enter a mount

point in the MOUNT PO NT field. Enter a mount point in one of two ways:
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STEP 4:

STEPS:

MOUNT NEW

(@) Typethelocation, if known, in the MOUNT PO NT field.
OR

(b) Toggle on the Popup checkbox, located to the left of the MOUNT PO NT
field, to open the CHOOSE MOUNT PO NT window (Figure 15). Click on a
mount point from the scroll list to select it. The MOUNT FI LE SYSTEM
window reappears with the new mount point in the FI LE SYSTEMfield.

—

Mount Point

/

Ausr

“h

hone?

Zhone3

/honed

/hone5
“h/datasglobal

| Cancel

Figure 15. CHOOSE MOUNT POINT Window

Mount the file system. Click on the MOUNT button in the MOUNT FI LE SYSTEM
window.

Determineif the file system should be mounted each timethe system is
rebooted. Select YES or NO at the following prompt: Do you want to

permanent |y mount the file systen® If you seect NO, then that data will not
be available to the user the next time the machine is rebooted.

Used to identify a new file system and attach it to a directory, thereby making that directory
structure available to the user. Once mounted, the file system islisted in the Di sk Manager
window. Follow the steps below to identify a new file system:

STEP 1

STEP 2:

STEP 3:

Click on the MOUNT NEwbutton. The MOUNT FI LE SYSTEMwindow appears
(Figure 14).

Select the new file system to be created. Enter the new file system name in the
FI LE SYSTEM field.

Select an unused location as a mount point for the file system. Enter a mount
point in the MOUNT PO NT field to select an unused location to mount the file
system. Enter a mount point in one of two ways:
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(@) Typethelocation, if known, inthe MOUNT PQ NT field.
OR

(b) Toggle on the Popup checkbox to the left of the MOUNT PO NT field to open
the CHOOSE MOUNT PQ NT window (Figure 15).Click on a mount point from
the scroll list to select it. The MOUNT FI LE SYSTEM window reappears with the
new mount point in the FI LE SYSTEMfield.

STEP4: Mount the new file system. Click on the MOUNT button in the MOUNT FI LE
SYSTEMwindow.

STEP5: Determineif thefile system should be mounted each time the system is
rebooted. Select YES or NO at the following prompt: Do you want to
permanently mount the file systen® If you select NO, then that data will not
be available to the user the next time the machine is rebooted.

UNMOUNT
Used to unattach afile system listed inthe Di sk Manager window to adirectory. When afile
system is unmounted, the files become unavailable to the user, yet they remain intact.

NOTE: A file system that isin use cannot be unmounted.

Follow the steps below to unmount afile system.

STEP1: Select afile system to be unmounted. Click on afile systemin the Di sk
Manager window to highlight it.

STEP 2: Click on the UNMOUNT button.

STEP 3: Determineif thefile system should be permanently unmounted. Select YES or
NO at the following prompt: DO YOU WANT TO PERVANENTLY UNMOUNT THE
FI LESYSTEMW? If you select NO, then that data will be available to the user the next
time the machine is rebooted.

INIT FD
Used to format a floppy diskette. Follow the steps below to format a floppy diskette.

WARNING: Thel NI T FD option erases the entire contents of the floppy diskette.

STEP 1: Click on theI NI T FD button.

STEP2: Confirm that the floppy diskette should be formatted. Click on the o button
inthe I NI TI ALI ZE FLOPPY window to initialize the disk, or click on the CANCEL
button to return to the Di sk Manager window.

NEWFS
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Used to reformat a selected device to create a new file system. Follow the steps below to create a
new file system.

WARNING: All data on the selected device will be deleted. No partitions are protected from
NEWFS. Therefore, it is advised that you back up any data you want to save before beginning
any NEWFS procedure.

STEP 1. Click on the NEWFS button. The New Fi | e Syst emwindow appears (Figure 16).

=
DISK DEVICE: <unknoun> l
DISK TYPE: |<unknoun>
DISK SIZE: | <unknoun>
0K | CANCEL | [

Figure 16. New File System Window

STEP2: Select the disk deviceto bereformatted. Select the device in one of two ways:
Type the name of the disk device in the DI SK DEVI CE field or click on the arrow
and then click on adisk device from the list to select it.

STEP 3: Reformat the selected device. Click on the ok button to reformat the selected
device.

STEP 4: Confirm that the new file system should be created. Click on the CONTI NUE
button in the WARNI NG window to format the device, or click on the CANCEL button
to discard the process.

EXPORTFS
Used to export or unexport afile systemin order to allow or deny file system sharing. Select the
EXPORTFS option to open the Export / Unexport File Systens window (Figure 17).

=
options (—ol fro o
pathname: [/
1| Eurrent | Export |Unexport| Cancel I Help |

Figure 17. Export/Unexport File Systems Window
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Export/Unexport File Systems Window Buttons

Current
Used to show the file systems that are currently exported (shared).

Export
Used to export (share) a selected file system permanently.

Unexpor t
Used to unexport (deny file system sharing to) a selected file system permanently.

Cancel
Used to close the Export/ Unexport File Systenms window.

Hel p
Used to show a manual page for the EXPORTFS option.

Follow the steps below to export a file system.

STEP 1. Select afile system. Click on afile systeminthelist inthe Di sk Manager window
to highlight it and then click on the EXPORTFS button. The Expor t / Unexpor t
Fil e Systens window appears (Figure 17).

STEP2: Enter options. Click on the opt i ons field toggle to view alist of options. Click
on one or more options from the list (for example, read only, read/ wite) to
select them. The options then appear in the opt i ons field.

STEP 3. Enter a pathname. Enter the actual pathname of the directory you want to share
inthe pat hnane field.

STEP 4. Export thefile system. Click on the Export button.

STEP5: Determineif thefile system should be exported or unexported permanently.
Click on the Yes or the No button when the following prompt appears: Do you
want to permanently export the file systen? Thewindow closes.

STEP6: Confirm that thefile was exported. Click onthe Current buttoninthe bi sk
Manager window. The shared directory should appear in the list of exported file
systems.

NOTE: Refer to the EXPORTFS manual page for more information about the EXPORTS
option. Click on the Hel p button in the Export / Unexport File Systens window to view
the EXPORTFS manual page.

EXIT
Used to close the Di sk Manager window and exit the Di sk Manager option.

6.4 Software M enu
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The Sof t war e menu contains two options: Segrment | nst al | er and Segment | nstal | ati on
Ser ver . These options are described in the following subsections.

6.4.1  Segment Installer Option

The Segment I nstal | er optionisused to install segments. Select the Segnent I nstal | er
optionto openthel nst al | er window (Figure 18).

NOTE: Ensure that you can see the whole window by clicking on the bottom right edge of the
window and dragging the trackball or mouse outward to enlarge the window.

= ==
File Source Installed Contents
Source Available Disks
) Disk | actual | Available | Selected | Reserved |
o o Bap - hootie / ‘ 242,58 VB ‘ 166.14 MB ‘ 0.00 M8 ‘ 76.44 MB
/homez2 827,46 ME 558,07 ME 0.00 MEB 169,39 ME

Select Source| Read Contents|

Currently Installed Segments

Tyupe Name Wersion Class  Size Disk _
S5 COE Component Parent 1.0.0.2 0] 293ME  /h -
55w Password 1.0.0.0 0] 624 ME  /h J
S % Display Manager 1.0.0.0 1 0B9ME  /h

S Console window 1.0.0.1 §] /h

s/w |peadman | /h

S/ User Management 1.0.0.0 U] /h 7

Release Notes| Deinstall Software

| Exit |

Figure 18. Installer Window
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6.4.1.1 Installer Window Pull-down Menus

Thel nstal | er window has the following pull-down menus: Fil e, Source, Installed, and
Cont ent s. These pull-down menus are described below.

File
TheFi | e pull-down menu contains the following options: I nstal | and Exi t .

I nstall
Allows you to install selected segments. (This option is not available if a segment has not yet

been installed.)Performs the same functionality as clicking onthe I nst al I button. Refer to
Subsection 6.4.1.2, Installer Window Panels, for more information about the | nst al | button.

Exi t
Closesthel nst al | er window. Performs the same functionality as clicking on the Exi t
button. Refer to Subsection 6.4.1.2, Installer Window Panels, for more information about the

Exi t button.

Sour ce
The Sour ce pull-down menu contains the following options: Sel ect Sour ce and Read

Contents.

Sel ect Source
Displays the currently selected installation media. Performs the same functionality as clicking
onthe Sel ect Sour ce button. Refer to Subsection 6.4.1.2, Installer Window Panels, for

more information about the Sel ect Sour ce button.

Read Contents
Allowsyou to read the table of contents of the selected installation device. Performs the same

functionality as clicking on the Read Cont ent s button. Refer to Subsection 6.4.1.2, Ingtaller
Window Panels, for more information about the Read Cont ent s button.

Install ed
For installed segments only. The I nst al | ed pull-down menu contains the following options:

Rel ease Notes, Deinstall Software,andView Installation Log.

Rel ease Not es
Displays release notes information for any selected segment. Performs the same functionality

asclicking on the Rel ease Not es button. Refer to Subsection 6.4.1.2,
Installer Window Panels, for more information about the Rel ease Not es button.

Dei nstal |l Software

Allows you to deinstall segments highlighted inthe Currently Install ed Segnents panel.
Performs the same functionality as clicking on the Dei nst al |  Sof t war e button. Refer to
Subsection 6.4.1.2, Installer Window Panels, for more information about the Dei nst al |

Sof t war e button.
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View Installation Log
Displays a detailed log of the installation process.

Contents
For available segments only. The Cont ent s pull-down menu contains the following options:

Rel ease Notes, Required Software,and Conflicting Software.

Rel ease Not es
Displays release notes information for any selected segment. Performs the same functionality

asclicking on the Rel ease Not es button. Refer to Subsection 6.4.1.2,
Installer Window Panels, for more information about the Rel ease Not es button.

Requi red Software
Lists segments that need to be installed in order to install the segment selected in the Sel ect

Segment To Instal |l panel. Performsthe same functionality as clicking on the Requi r es
button. Refer to Subsection 6.4.1.2, Installer Window Panels, for more information about the
Requi r es button.

Conflicting Software
Lists the segments that cannot be installed with the segment selected in the Sel ect Segnent

To Install panel. Performs the same functionality as clicking on the Conf 1 i ct s button.
Refer to Subsection 6.4.1.2, Installer Window Panels, for more information about the
Confl i cts button.

6.4.1.2 Installer Window Panels

Thel nstal | er window has the following panels: Sour ce, Avai | abl e Di sks, Currently
Install ed Segnents, and Sel ect Software To Install.TheSel ect Software To

I nstal | panel does not appear inthel nst al | er window shown in Figure 18 — it only appears
after the Read Cont ent s button has been selected in the Sour ce panel. Thel nst al | er window
panels are described below.

Sour ce
Displays the name of the host machine, the name of the installation device, and the table of

contents of that installation device. The Sour ce panel has two buttons: Sel ect Sour ce and Read
Contents.
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Sel ect Source
Used to display the currently selected installation media. Click on the Sel ect Sour ce button

to open the Sel ect Sour ce window (Figure 19). This window allows you to select the
installation source device. The device selection defaults to the DAT drive on the local machine
(the LocAL option in the Host panel and the DAT option in the Devi ce panel).

|

Host Device
(C/LOCAL | |  )CARTRIDGE |_)CD-ROM

_JBREMOTE| | (7 DAT _JEXABYTE

EETWOmC ( )OTHER

| 0Ok | Canl::ell i

Figure 19. Select Source Window

Read Contents
Used to read the table of contents of the selected installation device. Click on the Read

Cont ent s button. The media will be scanned for the segments that it contains, and then the

I nstal | er window will add the Sel ect Software To Install panel, which liststhe
segments that the media contains (Figure 20). Any number of segments may be selected in this
panel for installation. See Section 6.4.1.3, Installing Segments, for additional information
about the segment installation process.
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= =
File  Source Installed Contents i
Source Available Disks
Disk | Actual | Available | Selected | Reserved |
o e /h 98.04 ME 20.27 MB 27.67 ME 77.77 ME
Shomez 625,79 ME 457.56 MB 27.69 MEB 14054 MEB
Select Source| (Read Contents|
Currently Installed Segments
Tyupe Name Version Class  Size Disk _
~E [ ] /h 0
®fs /s U /h
[ s/ OME U 27.32 MB /h
[ s/ IMPS for CMP 1.0.0.1/CMP1.2R2 U 27.69 MB /h
M o~ 5 Pl o o o ST S - P iy ER oY [N e T NN e n‘(
Release Notesl Deinstall Softwarel
=
Select Software To Install
Tyupe Name Version Class  Size Disk _
A
O s/ Test Segment ERAVO 1.0.0.0 U 013 ME /h
(4 PATCH Test Segment ERAVO.P1 1.0.0.0P1 8] 0.02 ME /h
/h
i
Release Notes Reguires | Conflicts |
Install Exit |

Figure 20. Installer Window with Select Software To Install Panel

Avai | abl e Di sks
Displays the mounted disk drives on the system and the remaining available disk space. The

amount of available disk space decreases as segments are selected for installation. This panel has
fivefields: Di sk, Act ual , Avai |l abl e, Sel ect ed, and Reser ved.

D sk

Shows each available disk.

Act ual
Shows the total size of each disk.

Avai |l abl e
Shows the free space that is available on each disk for installing segments.

Sel ect ed

Shows the size of the segment(s) you want to add or remove based on your selection of one
or more segmentsintheCurrently Installed Segnents panel.

Reserved

Shows the amount of space on each disk that is aready in use or pre-allocated (reserved) by
previoudy installed segments.
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The Avai | abl e Di sks panel has the following button: Reser ved Space. The system
automatically reserves a certain amount of space on each available disk to alow for segment
growth. The Reserved Space button allows the reserved disk space to be modified for a
particular installation. To modify reserved disk space for a particular installation, click on adisk in
the list to highlight it and then click on the Reser ved Space button to openthe Overri de Di sk
Space Al l ocation window (Figure 21). TheOverri de Di sk Space Linits pop-up menu
alows you to choose between 80 percent and 100 percent of space to install the segment.

|

The Selected Disk: /

Owverride Disk Space Limits: 80% —

_ | Clear and Set to Default{80%)

(0] 4 Cancel

Figure 21. Override Disk Space Allocation Window

Currently Installed Segnents
Lists the segments that are currently installed. TheCurrently Install ed Segnents pane lists

the type, name, version number, classification, size, and disk (mount point) of each currently
installed segment. This panel has two buttons. Rel ease Not es and Dei nstal | Sof t war e.

Rel ease Not es

Displays release notes information for any selected segment. Click on a segment to highlight it
and click on the Rel ease Not es button to open the RELEASE NOTES window (Figure 22).
Click on the PRI NT button to print the release notes.

Dei nstal |l Software
Allows you to deinstall segments highlighted inthe Currently Install ed Segnents panel.

438 September 26, 1997



DI11.3200.501251.Kernel P1.AG-1

Mame: Patch 2 to COE 2,0 Wersion: 1,0,0,2P2
Currently Installed

RELEASE HWOTES

Thisz is a Patch segment to the COE, It replaces most of the major underluying
executables that run the COE,

1 0K | PRINT |

Figure 22. RELEASE NOTES Window

Sel ect Software To Install
Lists the segments contained on the selected media that are not currently installed. The Sel ect

Sof tware To Install panel liststhe type, name, version number, classfication, size, and mount
point (disk) of each segment contained on the media. This panel has five buttons. Rel ease
Not es, Requires, Conflicts, Install,and Exit.

Rel ease Not es

Displays release notes information for any selected segment. Click on a segment to highlight it
and click on the Rel ease Not es button to open the RELEASE NOTES window (Figure 22).
Click on the PRI NT button to print the release notes.

Requi res

Lists segments that need to be installed in order to install the segment selected in the Sel ect

Segment To Instal |l panel. Click onasegment to highlight it and click on the Requi r es
button to open the REQUI RED SEGVENTS window (Figure 23).
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MAME:. ... Sample Aggregate Segment
WERSION:......1.0.0.0

MAaME VERSION
COE Component Parent 1.0.0.2

_ox |

Figure 23. REQUIRED SEGMENTS Window

Conflicts
Lists the segments that cannot be installed with the segment selected in the Sel ect Segnent

To Install panel. Click on asegment to highlight it and click onthe Conf1i cts buttonto
open the CONFLI CTI NG SEGVENTS window (Figure 24).

MAME: Sample Aggregate Segment
YERSIOM:......1.0.0.0

NAME || vERrsiON
Dummy Conflict Segment |

o« |

Figure 24. CONFLICTING SEGMENTS Window

I nstall

Allowsyou to install selected segments.
Exi t

Closesthel nst al | er window.
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6.4.1.3 Installing Segments

Follow the steps below to install segments using the Segnent | nst al | er option.

STEP 1:

STEP 2:

STEP 3:

Select the installation device. Click on the Sel ect Sour ce button in the Sour ce
panel to open the Sel ect Sour ce window (Figure 19). Select the device to use as
the installation source device. Select NETWORK if you are installing a segment from

the segment installation server. Refer to Section 6.4.2, Segment Installation Server
Option, for information about loading segments on the segment installation server.

Read thetable of contents of the selected installation device. Click on the Read
Cont ent s button in the Sour ce panel. The media selected on the Sel ect Sour ce
window will be scanned for the segments it contains, and then the I nst al | er
window will add the Sel ect Software To Install panel, which liststhe
segments that the media contains (Figure 20). Any number of segments may be
selected in this panel for installation.

Select the segmentsthat you want to install. Click on one or more segmentsin
the Sel ect Software To Install panel. TheAvail abl e Di sks panel then
displays the mounted disk drives on the system and the remaining available disk
space as segments are selected. Click on a segment again to de-select it.

NOTE: The Segment Installer installs more than just segments. Y ou can also install bundles
and configurations. A bundle isalist of installable segments. A configuration is alist of bundles
and/or segments that can be installed on a single machine. Only one configuration can be
installed on a single machine, because there may be conflicts within the segments that comprise
two different configurations. In Figure 18, the highlighted installed segment is a configuration.

STEP 4:

STEPS:

Begin theinstallation process for the selected segments. Click onthel nstal |
button once all desired segments are selected. Thel nstal | er St at us window
appears, which shows the number of segments to be installed and the size of each
segment being installed. This window also shows a Per cent Conpl et e status bar,
which shows the status of the installation.

Display a detailed log of the installation process. Select thel nstal | ati on Log
option fromthe nst al | ed pull-down menu once installation has completed.
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6.4.2  Segment Installation Server Option

The Segment I nstallation Server optionisused to load segments onto a segment server.
Loading a segment is different than installing a segment. Loading a segment on a machine stores
the segment on the machine, but does not enable the segment to run. Instead, segments stored on
a segment installation server are available for installation without the installation media because
they are located on a server. Segments can, then, be installed individually on each machine on the
network.

Click onthe Segnent I nstall ati on Server optionto openthe Segnent Installation
Server window (Figure 25). Thiswindow isidentical to the I nst al | er window, with the
following exceptions:

C TheLoad optionintheFi | e pull-down menu replacesthe | nst al | option.
C TheLoad button replacesthel nst al I button.

C TheSegnents Currently Loaded On This Network Server panel replacesthe
Currently Installed Segnents panel.

NOTE: Ensure that you can see the whole window by clicking on the bottom right edge of the
window and dragging the trackball or mouse outward to enlarge the window.

=l =

File Source |Installed Contents

Source svailable Disks
. Disk || actual || available | selected || Reserved |
B;’jﬁ:e: E%?m‘ hootle /h ‘ 242.50 MB ‘ 166.15 MB ‘ .00 MEB ‘ 76.44 MEB
JShome?z 827.45 MEB 65807 ME 0,00 ME 169,39 ME

Select Source| |Read Contentsl

Segments Currently Loaded On This Network Server
Tupe Name Yersion Class  Size Disk

| Exit |

Figure 25. Segment Installation Server Window
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6.4.2.1 Loading Segmentson the Segment Installation Server

NOTE: The following must be done for the network installation to be successful:

C The/n/ dat a/ gl obal directory must be mounted to a common machine. If
/ h/ dat a/ gl obal isnot mounted, usethe Di sk Manager option from the Har dwar e
pull-down menu to mount it (see Subsection 6.3.3, Disk Manager Option).

C Segmentsingtalled from a segment installation server must have been loaded on / honme2
or on any other exported file system on the server machine; if they are not, the
COElInstaller will not be able to access the segments. The machine from which the
segments are being installed must be in the target machine's host file or, if running DNS,
then the host must be in the DNSfile.

Follow the steps below to load a segment on the segment installation server.

STEP 1:

STEP 2:

STEP 3:

STEP 4:

STEPS:

Select a server on which to load segments. Select adisk inthe Avai | abl e

Di sks panel. A list of segments, which can be installed fromthe | nst al | er
window, is created automatically in the/ h/ dat a/ gl obal directory and is updated
each time a segment is loaded using this option.

Sdect theinstallation device. Click on the Sel ect Sour ce button in the Sour ce
panel to open the Sel ect Sour ce window (Figure 19). Select the installation
source device and then click on the oK button.

Select the segmentsthat you want to load. Click on one or more segmentsin the
Sel ect Software To Install panel. The Avail abl e Di sks panel then displays
the mounted disk drives on the system and the remaining available disk space as
segments are selected.

Begin the load processfor the selected segments. Click on the Load button once
all desired segments are selected. TheI nstal | er St at us window appears, which
shows the number of segmentsto be loaded and the size of each segment being
loaded. Thiswindow also shows aPer cent Conpl et e status bar, which shows
the status of the load.

Display a detailed log of the load process. Select thel nstal | ation Log option
fromthel nstal | ed pull-down menu once the load has completed.

Follow the stepsin Section 6.4.1.3, Installing Segments, to install one or more
segments on a machine.
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6.5 Network M enu

The Net wor k menu contains the following options. Change Machine 1D, Edit Local Hosts,
Set System Ti me, Servers, and DCE. These options are described in the following subsections.

6.5.1  Change MachinelD Option

Use the change Machi ne | D option to select a name and I P address for a machine. Click on this
option to open the CHANGE MACHI NE | D window (Figure 26). The machine's current name and | P
address appear in the MACHI NE NAMVE and MACHI NE  ADDRESS fields.

NOTE: A machine's name (ID) and IP address are selected initially during system installation.

NOTE: All machines must have unique names and addresses—the system does not permit two
machines to have the same name and address.

= B
HACHIHE HAHE: testl
HACHIHE ADDRESS: 121.0.0.41

NEW MACHINE NAHE:  tectd ]
NEW MACHINE ADDRESS:|%21.0.0.41

OK | Cancel | ]

Figure 26. CHANGE MACHINE 1D Window
Follow the steps below to change the machine ID.

STEP1: Select a new machine. Click on the arrow to the right of the NEW MACHI NE NAMVE
field to display a pop-up list of valid IDs.

STEP2: Sdect an ID. Click onan ID to select it.

NOTE: User-defined names may be assigned to each machine using the Edi t Local Hosts
option before changing the machine ID (see Subsection 6.5.2, Edit Local Hosts Option).

STEP 3. Click on the & button. The MACH NE NAME and MACHI NE ADDRESS fields update
to reflect the new machine name and address.

STEP 4. Reboot the machine. Reboot the machine after changing the name for the change
to take effect.

NOTE: Do not modify the NEw MACH NE ADDRESS field. Machine addresses are predefined for
each ID.

6.5.2  Edit Local Hosts Option
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TheEdit Local Hosts option lists the machinesthat can be accessed from a user's machine.
This option can only be used on local workstation files. Use this option to do the following:

C Add or remove machines from the list of machines that can be accessed
C Modify machine information, such as machine name, | P address, or aliases.

Select theEdit Local Hosts optionto openthe EDI T HOSTS window (Figure 27).

-] B
¥ | HACHINE NAHE | IP ADDRESS || ALIASES |
[ Jltesti  Qf171.0.0.41  JWloghost ]
ADD | DELETE | EDIT | EXPORT | cCANCEL | 0K |

Figure 27. EDIT HOST S Window

Follow the steps below to modify machine information. These steps must be performed for each
machine you want to modify.

STEP1: Modify host fileinformation. UsetheEdit Local Hosts optionto add or
remove machines from the list or to modify machine information. Once you have
completed the selected action, the machine remainsin the EDI T HOSTS window
labeled with A (add), Mm(modify), or D (delete) in the* column. Click on the &
button to accept the changes, or click on the CANCEL button to discard the
changes.

STEP2: Assign the machine a new machine name. Assign the machine a new machine
name using the Change Machi ne | D option (see Subsection 6.5.1,
Change Machine ID Option).

STEP 3: Reboot the machine. Reboot the machine at the prompt if you modified the
current hostname in order for changes to take effect.
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6.5.2.1 EDIT HOSTS Window Fields

The EDI T HOSTS window has the following fields: * (asterisk), MACH NE NAME, | P ADDRESS, and
ALI ASES. These fields are described below.

* (asterisk)
Shows pending changes made to the machine. Labels include A (add), D (delete), M(modify),
and T (trusted).

The label T indicates atrusted machine. A trusted machine can be accessed from another
machine on the same LAN (for example, to access a tape drive for remote installation). A
trusted machine is one that can access the user's disk and perform remote shell commands.

MACHI NE NAMVE
Shows the name of the machine. The machine name can be system or user defined.

| P ADDRESS
Shows a unique | P address.

ALl ASES
Shows other names by which a machine is aso known, if applicable.

6.5.2.2 EDIT HOSTS Window Buttons

The EDI T HOSTS window has the following buttons: ADD, DELETE, EDI T, EXPORT, CANCEL, and

XK.

These buttons are described below.

ADD
Used to add a machine to the local host table to make it available to the local machine. Follow

the steps below to add a machine to the local host table.

STEP 1. Click on the ADD button. The ADD MACH NE window appears (Figure 28).

NEU HACHINE NAHE: — l
NEU MACHINE ADDRESS:
™ TRUSTED MACHINE
0K |  ALIASES | CANCEL |

Figure 28. ADD MACHINE Window

STEP 2: Enter the new machine name. Type aname in the NEW MACHI NE NAME field.
Allowable characters are alphanumeric and the underscore symbol (). In addition,
the first character of the machine name must be a letter.

STEP 3: Enter themachine sIP address. Type the | P address of the new machine in the
NEW MACHI NE ADDRESS field.

56
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STEP 4: Definethe new machine as a trusted machine. Click on the TRUSTED MACH NE
checkbox toggle.

STEP5: Add aliasesfor a machine, if desired. Click on the ALI ASES button in the ADD
MACHI NE window to open the ALI ASES window (Figure 29).

|

Aliazes:

aliasl
alias?2

apD | DELETE| ok |

Figure 29. ALIASES Window

To add an alias, click on the ADD button. The ADD ALI AS window appears (Figure 30). Type a
new alias in the NEW ALI AS field and then press [RETURN] to accept the new alias. Allowable
characters are alphanumeric and the underscore symbol (_). In addition, the first character of the
machine name must be aletter. The ALI ASES window reappears.

rElJ ALIAS: nyal ias

| Cancel |

Figure 30. ADD ALIAS Window

STEP6: Closethe ALl ASES window and save the changes. Click on the o button. The
ADD MACHI NE window returnsto the forefront.

STEP 7: Determineif the machine should be added to thelist of available machines,
Click on the o button to mark the machine as an addition to the list of available
machines on the local host table, or click on the CANCEL button to discard the
changes. The ADD MACHI NE window closes.

DELETE
Used to delete a machine from the local host table. Follow the steps below to delete a machine

from the local host table.
STEP1: Select a machine. Click on a machinein the list to highlight it.

September 26, 1997 57



DI11.3200.501251.Kernel P1.AG-1

STEP 2: Click on the DELETE button. The DELETE MACHI NE dialog box appears with the
following prompt: Mark nachi ne [machi ne name] for del etion?

STEP 3: Confirm whether or not the machine should be deleted. Click on the YES
button to confirm that the machine should be deleted, or click on the NO button to
cancel the deletion.

EDI T
Used to edit a machine name. Click on a machine name to highlight it and click onthe EDI T

button to openthe EDI T MACH NE window (Figure 31). The EDI T MACHI NE window functions
the same asthe ADD MACHI NE window (described in ADD).

EXPORT
Used to export machine information to other workstations on the local host table. (Not

currently implemented.)

CANCEL
Used to close the EDI T HOSTS window without saving changes.

oK
Used to save changes and close the window.

=|

HACHINE HAHE: test1
HACHINE ADDRESS: 121.0.0.41
HEW MACHINE HAME: testd

HEW HACHINE ADDRESS: 121.121.121.121

o TRUSTED HACHIHE

0K | aALIAsES | CANCEL |

Figure 31. EDIT MACHINE Window
6.5.3  Set System Time Option

The Set System Ti me option isused to set the system time for the machine. Click on the Set
Syst em Ti me option to open the SYSTEM TI ME window (Figure 32).

= BiE
ENTER DTG: [E013202 MAR 96|

ok | CANCEL |

Figure 32. SYSTEM TIME Window
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The system time is written as ddhhmmZ MON YR, where

dd = day of the month

hh = hour

mm =  minute

Z = aconstant (for Zulu time)
MON = threeletter month abbreviation
YR = fina two digits of the year.

For example, October 15, 1996, 8:19 Zulu time would read: 150819Z OCT 96.
To set the system time, follow the steps below:

STEP1: Enter the new system time. Enter the new system time in the ENTER DTG field in
the format ddhhmmzZ MON YR.

STEP2: Set the new system time for the machine. Click on the o button to accept the
new entry, or click on the CANCEL button to discard the entry.

6.5.4  ServersOption

The Ser ver s option is a cascading menu that has four options: Set DNS, Set Rout es, Set
Mai |, and Set NI S+. These options are described in the following subsections.

6.5.4.1 Set DNSOption

The Set DNS option alows the system administrator to configure a workstation as either a
Domain Name Server (DNS) client or aDNS server if DNS, rather than the local host table, is
used to store host name I P address information. Figure 33 showsthe DNS Set up window. The
Set DNS option creates the nameserver configuration file upon a positive response. If the Thi s
systemis primary DNS server toggleischecked, the Set DNS optioninstallsaset of DNS
template filesto / var / nameser ver . The DNS option alows the system administrator to enter the

| P address of the primary and secondary name servers. Selecting the toggle also alows the system
administrator to specify suffixes of machine names instead of |P addresses, as well as specify
domain name suffixes of machines for the local domain instead of | P addresses.
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DMS Serwver IP Search

121.121.121.12 |

121.0.0.1

'] This system is primary DNS serve

Domain Suffix Search Order
: Add

abc.def.com

def.com !  Remove

Figure 33. DNS Setup Window

NOTE: The system administrator must edit the/ var/ nameser ver DNS template files
manually for proper name server configuration.

NOTE: For the Solaris 2.5.1 Operating System, anew / et ¢/ nsswi t ch. conf file with the
appropriate reference to DNS will be installed. The only change to thisfile is that the DNS
references are added.

Enter the I P address of the DNS server inthe DNS Server | P Search Order field. If your
workstation is acting as the primary DNS server, click onthe This systemis primry DNS
server toggle. Then click on the Add button in the upper half of the window. Y ou can also enter
the | P address of a backup DNS server inthe DNS Server 1P Search O der field and then click
on the Add button in the upper half of the window.

Y ou also must add one or more domain suffixesin the Domai n Suffi x Search Order field and
click onthe Add button in the bottom half of the window. A domain suffix isalist of suffixes
appended to a system name that are used to help locate the system. Click on the ok button when
finished. The DNS domain name must match the DNS domain for the name server.
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6.5.4.2 Set Routes Option

The Set Rout es option allows the system administrator to configure a workstation with the
appropriate default routing configuration. Select this option to open the Def aul t Rout er Set up
window (Figure 34). If your workstation is acting as the default router, enter the | P address of the
default router inthe Def ault Router 1P Address field and click onthe This systemis

def aul t router toggle. If your workstation is not acting as the default router, enter the IP
address of your workstationinthe Def aul t Router | P Address field. Do NOT click on the
This systemis default router toggle. Click onthe ok button when finished.

=

E

Default Router IP Address
121,121,121,121

W This system iz default router

1 Ok, Cancel

Figure 34. Default Router Setup Window

NOTE: The default router only needs to be configured for access to networks other than the
LAN. The default router may aso be configured during kernel installation.

6.5.4.3 Set NIS+ Option

Network Information Service (NIS+) allows user accounts to be shared across all workstations on
the same domain. The Set NI S+ option is used to initialize a machine as a NI S+ server, add client
workstations to the NIS+ domain, and disable NIS+. The Set NI S+ option is a cascading menu
that has three options: I nitialize NIS,Add NIS dient, and Renove N S.

Before NIS+ can be initialized, DNS should be configured on the master workstation and on the
client machine. Refer to Section 6.5.4.1, Set DNS Option, for information on configuring DNS.

In addition, an entry must be added on the master workstation to export the global users directory
before NIS+ can be initialized. The NIS+ master workstation must export / h/ USERS/ gl obal with
rw, anon=0 permission to allow r oot access, as described in the next subsection. Finally, you
must add the NIS+ client on the master workstation.

Again, before initializing the NIS+ client, that client must be added to the NIS+ master
workstation. After initializing the NIS+ client, the NIS+ client must mount / h/ USERS/ gl obal
using the Di sk Manager option from the Har dwar e pull-down menu. Refer to Section 6.3.3, Disk
Manager, for more information on mounting file systems.

To initialize NI1S+on the master, you must know the NIS domain name, the security administrator
password, and the system administrator password.
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To initialize NI1S+ on the client, you must know the NI'S domain name, NIS server host name or
| P address, the secure-RPC password, and the login password for root.

Adding an Entry to Export the Global Users Directory on the M aster

Follow the steps below to add an entry to export the global users directory.

STEP 1

STEP 2:

STEP 3:

STEP 4:
STEP5:
STEP 6:

STEPT7:

Open the Di sk Manager window. Select the Di sk Manager option from the
Har dwar e pull-down menu. The Di sk Manager window appears (Figure 13).

Select EXPORTFS. Click on afile systemin the list to highlight it and then click on
the EXPORTFS button. The Export/ Unexport File Systens window appears
(Figure 17).

Enter the appropriate options. Typerw, anon=0 intheopt i ons field to export
the global users directory.

Enter the appropriate pathname. Type/ h/ USERS/ gl obal in the pathname field.
Export thefile system. Click on the Export button to export the file system.

Export thefile system permanently. Click on the Yes button when the following
prompt appears:

Do you want to pernmanently
export the file systenf

Confirm that the file was exported. Click on the EXPORTFS button in the Di sk
Manager window and then click onthe Current button in the Expor t / Unexpor t
Fi |l e Systems window. The/ h/ USERS/ gl obal directory should appear in the list
of exported file systems.

NOTE: Refer to Subsection 6.3.3, Disk Manager Option, for more information on mounting
and exporting file systems.
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Initializing NIS+ on the Master M achine
Follow the steps below to initialize NI1S+ on the master machine.

NOTE: The master server should be initialized before any client machines are initialized.

STEP1: Configure DNS. If DNSisnot aready configured, set it up using the Set DNS
option as described in Section 6.5.4.1, Set DNS Option.

STEP2: Initialize NIS. Select theInitialize N S optionfromtheSet N S cascading
menu option. If NISisaready configured, aNi' S Verify Status window appears
to confirm that you want to continue with reconfiguring NIS.

STEP3: Enter theNISdomain name. AN S Initialize window appears (Figure 35).
Inthe NI'S Domai n Nane field, enter the name of the domain that will include the
master and client machines.

NOTE: The NIS domain name must contain two parts separated by a*“. ” (period).

NIS Initialize
NS Domain Name
|

secman Password{ |
Verify:
Sysadm Password| |
verify. ||

Figure 35. NIS Initialize (Master) Window

STEP4: Set themachineasthemaster server. IntheN S 1 niti al i ze window, click the
knob for Mast er to designate your workstation as a NIS master. Fields for
entering and confirming passwords appear (Figure 35).
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STEP5: Enter and confirm the secman and sysadmin passwords. IntheN' s
I ni tialize window, enter and confirm the secman and sysadm passwords
(Figure 36). Press[TAB] to move to the next field. When you are done, click the
OK button.

MIS Initialize

WIS Domain Mame
test. test

(@ Waster| )client

Secman Password:
Werify:
Sysadm Password:
Werify:

Cancel

Figure 36. NIS Initialize (Master-
Complete) Window
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STEPG: Acknowledge the task complete instructions. A Task Conpl et e window
appears listing several steps that a system administrator must take to use global
accounts and profiles (Figure 37). Click on the o button to close this window.

Task Complete

You need to update exports and mounts in order for
global Accounts and Profiles to be utilized!
Ensure that:
a) /h/USERS/global is properly exported on the master machine
bl The client has to have the master /h/USERS/global mounted
¢) The master needs To have its clients as trusted it options such

as the Remote Security Manager are to be successfully run,

Figure 37. Task Complete Window

STEP7: Acknowledge that the machine needsto berebooted. A Done window prompts
you to reboot the workstation. Click on the YES button to automatically reboot the
System.

NOTE: The system takes several minutes to reboot. During this time, several informational
messages appear, including the following:

NI S+ donmi nnane i s [donai n nane]

The domain name will be the name you specified in STEP 3. This message confirms that NI1S+
has been initialized on the machine.

NOTE: The following message also appears on the master server only upon thisinitial reboot:

The [Jassword used will be nisplus
hi s password when the nisclient script requests the network

passwor

Thisisthe password to be entered in STEP 7 when NIS+ isinitialized on the client machine.

When the reboot is complete, theDi I COE Logi n window appears. NIS+ is
configured.
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Initializing NIS+ on the Client Machine

Follow the steps below to initialize NI1S+ on the client machine.

NOTE: The master server should be initialized before any client machines are initialized.

STEP1: Configure DNS. If DNSisnot aready configured, set it up using the Set DNS
option as described in Section 6.5.4.1, Set DNS Option.

STEP2: Initialize NIS. Select theInitialize N S optionfromtheSet N S cascading
menu option. If NISisaready configured, aNi' S Verify Status window appears
to confirm that you want to continue with reconfiguring NIS.

STEP3: Enter theNISdomain name. AN S Initialize window appears (Figure 38).
Inthe NI'S Domai n Nane field, enter the name of the domain that will include the
master and client machines.

NOTE: The NIS domain name must contain two parts separated by a*“. ” (period).

I MIS Initialize
MIS Domain Mame

MIS Server Host Mame or |IP Address

Figure 38. NIS Initialize (Client) Window

STEP4: Set themachineastheclient. IntheNI' S I nitial i ze window, click the knob
for d i ent to designate your workstation asaNIS client. The NI'S Server Host
Nane or | P Address field appears (Figure 38).
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STEP5: Enter theNIS server host nameor IP address. Inthe NI'S Server Host Nanme
or |P Address fieldofthe NIS I nitialize window, enter the nameor |IP
address of the machine designated as the NIS server (Figure 39). Click on the K
button.

NS Domain Name
test.test

M5 Server Host Wame or IP Address
ahc

| Cancel |

Figure 39. NIS Initiaize (Client-Complete) Window
STEP6: Continuetheinitialization. The following message appears:

Initializi nf;. client [client nanme] for domain [donain nane]
Once initialization 1s done, you will need to reboot your
machi ne. _
Do you want to continue?

To continue, type Y and press [RETURN]. Proceed to STEP 7.
To exit, type N and press [RETURN]. Proceed to STEP 9.

STEP7: Enter theroot login password or the network password. Several messages
appear, ending with the following:

At the g(reorrpt bel ow, type the network password (al so known
as the Secure-RPC password) that you obtained either )
fromyour admnistrator or fromrunning the nispopulate script.
Pl ease enter the Secure-RPC password for root:

If the machine was initialized before as a NIS+ client, enter ther oot login
password as the network password and press [RETURN]. The following message
appears:

Your network has been changed to your | ogin one. Your network
and | ogi n passwords are now the sane.

Proceed to STEP 9.
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If the machine was not initialized before as a NIS+ client or if you are not sure,
type the network password and press [RETURN]. Thisis the password described in
the NOTE box following STEP 10. If you do not know the network password, ask
your system administrator.

STEP8: Enter thelogin password for r oot . The following prompt appears:

Enter the login password for root:

Enter ther oot login password and press [RETURN]. The following message
appears.

Your network has been changed to your |ogin one. Your network and
| ogi n passwords are now the sane.

STEP9: Acknowledgethe task completeinstructions. A Task Conpl et e window
appears listing several steps that a system administrator must take to use global
accounts and profiles (Figure 40). Click on the o button to close this window.

Task Complete

You need to update exports and mounts in order for
global Accounts and Profiles to be utilized!
Ensure that:
a) /h/USERS/global is properly exported on the master machine
bl The client has to have the master /h/USERS/global mounted
¢) The master needs To have its clients as trusted it options such

as the Remote Security Manager are to be successfully run,

Figure 40. Task Complete Window

STEP 10: Acknowledge that the machine needsto berebooted. A Done window prompts
you to reboot the workstation. Click on the YES button to automatically reboot the
System.
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NOTE: The system takes several minutes to reboot. During this time, several informational
messages appear, including the following:

NI S+ donmi nnane i s [donai n nane]

The domain name will be the name you specified in STEP 3. This message confirms that NI1S+
has been initialized on the machine.

NOTE: The following message also appears on the master server only upon thisinitial reboot:

The password used will be nisplus )
Use this password when the nisclient script requests the network
passwor d.

Thisisthe password to be entered in STEP 7 when NIS+ is initialized on the client machine.

When the reboot is complete, theDi I COE Logi n window appears. NIS+ is
configured.

Adding a NI S+ Client
Follow the steps below to add a machine as a NI S+ client.

NOTE: NIS+ clients can only be added on the master server machine.

NOTE: When adding a NIS+ client, the server and client must recognize each other through
inclusion in the local hosts table.

STEP1: Select theAdd NI S+ dient option. Select the Add NI S cli ent option from
the Net wor k/ Server s/ Set NI S cascading menu option on the NI S+ server.
TheN S Add Cient W ndow appears (Figure 41).

MIS Add Client

nter Client Host Mame

nter Client IF &ddreass

nter Client Host Root Passwar

arit
|

Figure 41. NIS Add Client Window
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STEP2: Fill inthefieldsintheN s Add dient Window. Enter the client host name, IP
address, and r oot password in the appropriate fields. Y ou will need to enter the
password a second time to verify it. Then click on the oK button.

STEP 3: Acknowledge the confirmation window. A Done window appears confirming the
successful addition of a client. Click on the Exi t button to close the window.

Removing NIS+

The Renove NI S+ option disables NIS+ from the system, which removes the domain name and,
upon reboot, does not start NI S+ processes. Follow the steps below to disable and remove NIS+.

6.6

STEP 1:

STEP 2:

STEP 3:

Select the Renove NI'S option. Select the Remove NI S option fromtheSet NI'S
cascading menu option.

Disable and remove NIS. The RESPOND TO THE QUESTI ON window appears with
the following message: Do you wi sh to disable and remove NI S? Click on
the No button to close the window, or click on the Yes button to disable and
remove NIS.

Acknowledge that the machine needsto berebooted. The RESPOND TO THE
QUESTI oN window indicates that NI'S has been disabled and prompts you to reboot
the machine. Click on the Yes button to automatically reboot the system.

The system rebootsto theDi | COE Logi n screen.

Removing Global Data

The COERenoved obal command line tool is a security management tool that allows the system
administrator to remove global segment data on the global users/profile workstation. Global
segment data should be removed only if al segments referring to this profile first have been
deinstalled. The specified segment must be available currently on the local workstation. When
removing an Account Group segment, the whole directory will be removed (for

example, h/ USERS/ gl obal / Prof i | es/ Sanpl eAcct G p). Refer to the DIl COE Security
Manager’s Guide (Solaris 2.5.1) for more information on security management capabilities.

Follow the steps below to use the COERenoved obal command line tool.

STEP1: Loginassysadnin. Typesysadn n at the Name prompt and press [RETURN].
STEP2: Enter thesysadm n password. Type the sysadm n password at the Passwor d
prompt and press [RETURN]. The System Administration software appears.
STEP 3. Open aterminal emulator window.
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NOTE: Command line tasks are performed in terminal emulator windows. Follow the steps
below to access aterminal emulator window.

STEP1: Double-click on the Application Manager control on the CDE Front Panel to
open the Appl i cati on Manager window.

STEP 2. Double-click onthe Di | _APPS folder inthe Appl i cati on Manager window to
open the Appl i cati on Manager - DI | _APPS folder.

STEP 3. Double-click onthe SA Def aul t folder to openthe Appl i cati on Manager -
SA Defaul t window. Thiswindow contains a DTt er mand XTer micon.

STEP4:  Double-click on either the DTt er micon or the XTer micon to open the window.

STEP4: Login.Loginassysadnin at the terminal emulator login prompt and press
[RETURN].

STEP5: Enter the appropriate password. Enter the sysadmi n password at the password
prompt and press [RETURN].

STEP6: Remove global data for the specified segment. Type the following at the
prompt:

COERenoved obal [flags] segnment [RETURN]

NOTE: If you need help, type COERenoved obal without any parameters. The following
message appears.

Usage: COERenoved obal [flags] segment

The usabl e flags are:

-h, H 72 Di spl ay the hel p nessage

-V Di splay the tool’ s version nunber

-p <pat h> Use Path to Establish path for subsequent file names.

This tool will remove gl obal data for the specified segnent

NOTE: If no Path is specified, /h will be used.

STEP7: Determineif global data has been deleted for the specified segment. If the
command was successful, the following message appears:

Successful Renoval of d obal Data for Segnent [segnent nane]

If the command was not successful, the following message appears.

Unsuccessful Renoval of d obal Data for Segment [segnment nane]

The prompt then reappears.
6.7 Changing Workstation Security Levels
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The COESecLevel command line tool is a security management tool that alows the system
administrator to change the security level of aworkstation. Refer to the DIl COE Security
Manager’s Guide (Solaris 2.5.1) for more information on security management capabilities.
Follow the steps below to use COESecLevel .

STEP1: Loginassysadnin. Typesysadni n at the Name prompt and press [RETURN].

STEP2: Enter thesysadm n password. Type the sysadm n password at the Passwor d
prompt and press [RETURN]. The System Administration software appears.

STEP 3. Open aterminal emulator window.

NOTE: Command line tasks are performed in terminal emulator windows. Follow the steps
below to access aterminal emulator window.

STEP 1: Double-click on the Application Manager control on the CDE Front Panel to
open the Appl i cati on Manager window.

STEP 2. Double-click onthe Dl I _APPS folder in the Appl i cati on Manager window to
open the Appl i cati on Manager - DI I _APPS folder.

STEP 3. Double-click onthe SA Def aul t folder to open the Appl i cati on Manager -
SA Def aul t window. Thisfolder contains both a DTt er micon and an XTer m

icon.

STEP 4: Double-click on either the DTt er micon or the XTer micon to open the window.

STEP4: Login assysadnin. Loginassysadm n at the terminal emulator login prompt
and press [RETURN].

STEP5:. Enter thesysadni n password. Enter the sysadni n password at the password
prompt and press [RETURN].

STEP6: Changethe security level of the workstation. Type the following at the prompt:

COESeclLevel [security |evel] [RETURN]

NOTE: If you would like alist of the security levels or need help, type COESecLevel without
any parameters. The following message appears.

Usage:
g ~ COESeclLevel Security Level >
where <security level > is UNCLASS, CONFI DENTI AL, SECRET,

TS, Sc
(TS stands for top secret; SCI stands for sensitive compartmented information.)

STEP 7. Closetheterminal emulator window. Type the following command at the
prompt:
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| ogout [RETURN]

STEP8: Reboot the system. Select the Reboot  Syst em option from the Har dwar e
pull-down menu. The Reboot dialog box appears with the following prompt: Do
you want to shutdown and reboot the conputer? Click onthe O button to
reboot the machine.

STEP9: Loginassysadmi n or secman. Loginassysadni n or secman at the terminal
emulator login prompt and press [RETURN].

STEP 10: Enter the appropriate password. Enter the sysadni n or secman password at the
password prompt and press [RETURN]. The security banner will have changed to
show the new security level.

6.8 Auditing

Auditing is a security management capability that allows the system administrator to enable or
disable auditing. Refer to the DIl COE Security Manager’s Guide (Solaris 2.5.1) for more
information on security management capabilities.

6.8.1  Enabling Auditing

Auditing on Solaris can be started automatically after initial kernel installation by typing Y at the
following prompt:

This script is used to enable the Basic Security Mdule (BSM. Shall we
continue with the conversion now (y/n)?

Refer to the DIl COE Kernel Installation Guide (Solaris 2.5.1) for information on starting
auditing automatically after initial kernel installation.

If auditing on Solaris was not started after initial kernel installation or has been disabled, auditing
can be enabled by logging in asr oot and executing the shell script / et ¢/ securi ty/ bsntonv,
which configures the Basic Security Module.

NOTE: Auditing can only be enabled or disabled by ther oot user.

After the bsnmconv command has been run, the system must be rebooted to initialize the auditing
Subsystem.

6.8.2  Disabling Auditing

Auditing is disabled by logging in asr oot and executing the shell script
/ etc/ security/bsmunconv. The system must be rebooted after this script is executed.

6.9 Changing the sysadmin Password
Follow the steps below to change the sysadni n password.

STEP1: Loginassysadnin. Typesysadn n at the Name prompt and press [RETURN].
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STEP 2:

STEP 3:

STEP 4:

STEPS:

STEP 6:

STEPT7:

STEP 8:

STEP 9:

Enter the sysadni n password. Type the sysadni n password at the Passwor d
prompt and press [RETURN]. The System Administration software appears.

Accessthe Application M anager. Double-click on the Application Manager
control on the CDE Front Panel to open the Appl i cati on Manager window.

Select the DI | _TOOLS folder. Double-click ontheDi I _ToALS folder inthe
Appl i cation Manager window to openthe Appl i cati on Manager -
DI | _TooLS folder.

Select the Cchg Passwor d icon. Double-click on the Chg Passwor d icon to open
the Set Passwor d window (Figure 35).

- | | o

Changing password for testl on testl

Old Password

[

_ox | Cancel|

Figure 42. Set Password Window

Enter the current sysadmi n password. Enter the current sysadmi n password in
the Old Password field and click on the oK button.

Enter the new sysadmi n password. The New Passwor d window appears. Enter
the new sysadni n password inthe Ent er New Passwor d field and click on the ok
button.

Verify the new sysadni n password. The Verify New Password window
appears. Enter the new sysadmi n password in the field and click on the oK button.

Acknowledge that the sysadni n password has changed. Click on the O button
when the following message appears.

Your password has been successfully updated!
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7. Error Recovery Guidelines

WARNING! Never power off the system without first executing a shutdown. Doing so could
cause irreparable damage. If the system has already been brought down incorrectly, refer to
Subsection 7.4, Repairing File Systems.

The following topics are covered:

C Recovering from basic errors
Troubleshooting multiple monitors
| dentifying hardware problems

Repairing file systems

O o o O

Reporting problems.
7.1 Recovering From Basic Errors

Access to al System Administration menus and options is required to perform error recovery
procedures.

IMPORTANT! The following procedures are listed according to "risk factor" — that is, from
the least to the greatest risk of damaging files or losing data. Always begin corrective action
with the procedure that poses the least risk.

If these steps do not correct the problem, contact the number listed in Section 7.5, Reporting
Problems.

Options are unavailable:

C Accessto options may be restricted for the user's account. Check with the security
manager.

Window hangs or menu option has been disabled:

C Selectthed ose Al option fromthe SA Syst empull-down menu (on the System
Administration menu bar). All windows launched from the menu bar or from the
DI | _APPS folder will close. Windows launched from the CDE Front Panel will not close.

Reboot the system:
STEP 1: Notify users on remote monitorsthat their applications will soon terminate.

STEP 2. Select the Reboot Syst emoption from the Har dwar e menu on the System
Administration menu bar.
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STEP 3: Restart the system with user login.
Power up/power down the system with pointer and keyboard operational:
C See Chapter 3, Operating Guidelines.
Power up/power down the system with pointer frozen:
STEP 1. Turn off the monitor and peripherals.
STEP2: Turn off the CPU.
STEP 3. Wait approximately 30 seconds.
STEP 4: Turn on the monitor and peripherals.
STEPS5: Turnonthe CPU.
STEP6: Restart the system with the user login.
Reinstall the DIl COE:
STEP1: Usetheorigina installation tapesif a network installation is not possible.

STEP 2: Follow theinstructions to reinstall the DIl COE.

7.2 Troubleshooting Multiple Monitorsand K eyboards
Monitor or keyboard failsto respond:
C A reboot may solve the problem.

C Rebooting the computer in a multiple monitor environment means all monitors will go
down. When working with multiple monitors, contact all users before rebooting.

Monitor isblack:

C Make sure the monitor cable is connected properly.

C Make sure the monitor is connected to a power supply and is turned on.

C Thevideo switch may have incorrect input or output, or may be turned off.
Second monitor in a dual-eye configuration is gray:

C Make sure keyboards are connected correctly. This monitor is the second eye of a

dual-eye configuration.
Trackball does not respond:

C Reboot the machine. If this does not work, try using a different trackball. If the trackball
still does not respond, there may be awiring problem in the cable.
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Keyboard does not respond:
C Make sure the keyboard is connected properly.

C The keyboard may be connected properly but the monitor may not "echo” the typed
charactersto the screen. Rebooting the machine usually solves this problem.

7.3 Identifying Hardware Problems

When the workstation is turned on, the CPU runs a hardware check. If the hardware check is
successful, the following occurs:

C The system boots from the default boot device.
C The system displays configuration information, followed by the login prompt.

C Observe the boot information for systenvhardware problems. If the boot fails, a disk
problem has occurred. Refer to the hardware manual for more information.

7.4 Repairing File Systems

If the system was brought down unexpectedly (for example, power failure, turned off without
proper shutdown), it is designed to repair the file system when powered up.

C The system should never be powered down while the file system is being repaired. To do
so would cause further damage to the file system.

C If power isfluctuating, leave the system off until power is re-established.
7.5 Reporting Problems

To receive immediate assistance with a problem or to report a problem, call the DIl COE Hotline
at (703) 735-8681 (DSN 653-8681) between the hours of 9:00 am. to 5:00 p.m. Eastern
Standard Time. You can also send afacsamile at (703) 735-3080 (DSN 653-3080) or send an
email message to hotlinec@ncr.disa.mil. The DIl COE Hotlineislocated at the Operational
Support Facility (OSF) in Sterling, Virginia.

If a problem cannot be corrected by the procedures described in this document, follow these
guidelinesto report it:

STEP 1. Makesurethe problem can berepeated.

STEP 2: Record pertinent information. Record the problem, the last steps leading to the
problem, and the frequency with which the problem occurs.

STEP 3. Describe attemptsto solve the problem.
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Appendix A - CSE-SS Functionality
A.1CSEXDM

Al1l Overview

The X Display Manager (XDM) segment provides users with the capability to log into a DI
COE workstation via a graphical user interface (GUI). The/ h/ COE/ Conp/ CSEXDM bi n/ xdm
executable is a modified version of the X11 Release 4, X Display Manager and is initiated as part
of the workstation’s boot sequence.

A.l2 CSEXDM Configuration

Resources affecting XDM functionality and various GUI characteristics initially have predefined
default values. These resource values can be altered from the default settings by modifying various
configuration files. Access with r oot privilegesto aterminal emulator window and atext editor is
required to perform these modifications.

The following is the main configuration file used by CSEXDM:

/ h/ COE/ Conp-/ CSEXDM dat a/ confi g/ xdm confi g

Thisfile contains XDM resources in the X resource format. These resources control the behavior
of CSEXDM.

It should be noted that because CSEXDM can manage more than one display connection (for
example, X-terminals connected to the host machine), some of the resources apply to asingle
display device (per-display resources), while others apply to the CSEXDM process in generd
(global resources). For per-display resources, values are assigned using the following syntax,
where # is the display number:

Di spl ayManager. _#. resour ce: val ue

To assign a per-display resource value to all displays, an asterisk is used as awild card in place of
the _# (for example, Di spl ayManager *r esour ce: val ue). For global resource values, asimple
dot notation is used (for example, Di spl ayManager . resource: val ue).

Table 1 explains the resources set within the xdm conf i g file and shows their default settings.
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Resource

Default Setting

Description

t er mi nat eSer ver

true

Specifiesif the X server should be
terminated when a session terminates
instead of resetting it.

/ confi g/ xdm env

syst enPat h [usr/bin:/usr/sbin/usr Specifies the default value for the PATH
/openwi n/bin:/etc (etal.) . .
environment variable for r oot users.
user Pat h /'usr/bin:/bin:/usr/sbin:/us |gpecifiesthe default value for the PATH
/rl ocal /bin (etal.) environment variable for normal users.
aut hori ze fal se Controls if CSEXDM generates and uses
authorization for the server connections.
resources /'h/ COE/ Conp/ dat a File defining the CSEXDM authentication
/ app- def aul t s/ xdm r esour ces . )
widget’ s resources. These resources control
the appearance of the CSEXDM opening
login window.
startup 5%% UOOWP/ CSEXDM dat a/ et ¢ | File containing commands executed by
P CSEXDM when the windowing session is
started.
session 5%% ggﬁp/ CSEXDM dat a/ et ¢ | File containing commands executed by
CSEXDM when the windowing session is
initialized.
reset 5% gg Conp/ CSEXDM dat a/ et ¢ | File containing commands executed by
CSEXDM when the windowing session is
terminated.
server Env / h/ COE/ Conp/ CSEXDM dat a

File containing extra environment variable
assignments required by CSEXDM.

screensaver Ti neout

5

Specifies the number of minutes before an
inactive login screen is blanked.

root Logi ns

fal se

Specifiesif logins are allowed by r oot
users (users having an ID of 0).

servers

/ h/ COE/ Conp/ CSEXDM dat a
/ confi g/ xdm servers

File that contains an entry for each of the
displays that should be managed by
CSEXDM.

errorLogFile

/ h/ COE/ Conp/ CSEXDM dat a/ | og
/xdmerrors

File where CSEXDM errors are written.
Thisfile will also contain any errors
generated by the Xstartup, Xsession, and
Xreset files.

consol eLogFi |l e

/ h/ COE/ Oorrf)/ CSEXDM dat a/ | og
/ xdm consol e

File where console messages are written.

/ xdm ogi n

pidFile 5%%03' (?0”10/ CSEXDM dat a/ | og | File where the process identification of the
P CSEXDM processis stored.
dbnFil e / h/ COE/ Conp/ CSEXDM dat a/ et ¢

Directory and base filename for the
database file that record the number of log
in failures for each user.

max| nval i dLogi ns

Maximum number of log in failures before
the user islocked out of the workstation.
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Resource Default Setting Description

| ogi nReset Ti meout 1440 Number of minutes before a workstation
with invalid login attempts is reset to zero
log in attempts (24 hours).

| ockout Mai | Reci pi ent |sechan Specifies the user or mail alias to receive
mail messages when users are locked out of
aworkstation.

| ockout Mai | Subj ect User Locked Qut Specifies the subject line for mail messages
sent when users are locked out of a
workstation.

dceAut henticate fal se Specifies if DCE user authentication is
performed.

dcelogin /'usr/bin/dce_| ogin Specifies the default path for invoking the
DCE login script.

useDi spl ayConsol e true Specifiesif the Console Window will be
displayed when CSEXDM is executed.

Table 1. xdm-config File Resource Settings

NOTE: After resource modification, the workstation must be rebooted for the changes to take
effect.

A.1.3 Environment Variables

Alter the environment variablesin the/ h/ COE/ Conp/ CSEXDM dat a/ conf i g/ xdm env file as
appropriate for the site.

A.1l4 CDE Invocation

CSEXDM is preconfigured to invoke the CDE desktop upon a successful login. By default, it
determines if the CDE has been installed by testing for the existence of / usr/ dt / bi n/ Xsessi on
(see/ h/ COE/ Conp/ CSEXDM dat a/ et ¢/ Xsessi on). If that file exists, it assumes the CDE is
properly configured and starts up the CDE Xsessi on script. If / usr/ dt / bi n/ Xsessi on isnot
found, it assumes the CDE has not been installed and defaults to invoking the MWM window
manager as the user session. In this case the mwm binary should exist in one of the path
components specified by the Di spl ayManager *user Pat h resource in the xdm confi g file.
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A.l5 Unlocking a L ocked Out User

To unlock users previously locked out due to too many invalid login attempts, invoke the

CSEXDM User _Account _I nf or mati on binary. This binary opens a window that displays a
variety of user login information, such as whether the user is currently logged in, the user’s full
name, and the user’s home directory. Users who have an uppercase L next to their name are
locked out users. To unlock a user in this condition, highlight the user name, then choose
clear_failures fromtheFi| e menu. Repeat this process for al locked out users who should be
unlocked.

The CSEXDM User _Account _I nf or mat i on binary also can be used to unlock locked users on

remote hosts. To view user information on a remote workstation, an entry in the remote systems
/. rhosts must exist for the local system. For example, if CSEXDM User _Account _I nf or mat i on
is being run from workstation A the following entry must exist in workstation B’s/ . r host s file:

A r oot

For more information, view the User _Account _I nf or mati on. 1 manual page located in
/ h/ COE/ Conp/ CSEXDM nan.

On platforms where the CSEXDM User _Account _I nf or mat i on binary is not available, the
CSEXDM cl ear _fai | ures binary can be used to unlock locked users. Execute the following
command asther oot user from the shell prompt in aterminal emulator window, where unane is
the user name of the locked out user:

CSEXDM cl ear _fail ures uname
Refer to thecl ear _fai | ures. 1 manual page for more information.
A.1.6 DCE

The segment can be configured to perform DCE user authentication against the local cells
Security Registry and to download the user security credentials. To enable this feature, first make
sure the system has been properly configured to be a DCE client; this should be tested by invoking
/usr/ bi n/ dce_I ogi n with avalid user name and password. Second, set the

Di spl ayManager *dceAut hent i cat e resourcetotrue inthe

/ h/ COE/ Conp/ CSEXDM dat a/ confi g/ xdm confi g file. Finaly, reboot the workstation.

CSEXDM xdm should attempt to perform a DCE authentication in addition to the local UNIX
authentication.

If the DCE authentication fails and the user isa valid UNIX user, the user is till permitted access
to the system; however, the user will not have any DCE security credentials for his or her login
session.
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A.17 Servers

In the file / h/ COE/ Conp/ CSEXDM dat a/ conf i g/ xdm confi g, if the value of the

Di spl ayManager . servers resourceis set to / h/ COE/ Conp/ CSEXDM dat a/ conf i g/ xdm
server s, then modify the xdm ser ver s file according to the xdm 1 manual page. The xdm 1
manual page islocated in/ h/ COE/ Conp/ CSEXDM man.

A.1.8 M anual Pages

Thexdm 1, User _Account _Information.1,andclear failures.1 filesinthe
/ h/ COE/ Conp/ CSEXDM man/ subdirectory are the on-line manual pages for the CSEXDM xdm
CSEXDM User _Account _I nf or mati on, and CSEXDM cl ear _fai | ures applications.

A.2 CSECON
A.21 Overview

The CSECON segment provides a console window (read-only window) that remains open for the
life of the user’ slogin session and cannot be closed, although it may be iconified.

The console window, / h/ COE/ Conp/ CSECON bi n/ CSECON_xdcons , is started by CSEXDM and
displays error and notification messages written to standard error and / dev/ consol e during the
login session. Errors generated by CSECON xdcons are stored in the

/ h/ COE/ Conp/ CSEXDM dat a/ | og/ xdcons-errors file. The d ose function on the CSECON
window is disabled by specifying the following resource in the following

/usr/lib/X11/ app- def aul t s/ Mvm resource file:

Mt xdcons*cl i ent Functi ons: -cl ose

All xdcons resources are specified in the / h/ COE/ Conp/ CSEXDM xdcons- r esour ces fileand are
described in Table 2.
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Default
Resource Setting Description
f or egr ound old | ace

Defines the color of text displayed in the console window.

backgr ound

dar ksl at egr ey

Defines the background color of the console window.

i conic

true

Defines the initial iconified state of the console window.

geonetry

+0+0

Defines the location of the console window on the screen. These
coordinates resolve to the upper left corner of the screen.

t ext. col ums

80 col unms

Defines the number of columns the console will display.

text.rows 4 rows Defines the number of rows the console window will display.
m nHei ght 39 pixels Defines the minimum height to which the console window can be
reduced.
ni nWdt h 36 pixels Defines the minimum width to which the console window can be
reduced.
hei ght I nc 13 pixels Defines the height of the icon used to represent the console window.
wi dt hl nc 6 pixels Defines the width of the icon used to represent the console window.
title Consol e Defines the title of the console window.
W ndow
i conNarme Consol e Defines the title of the window icon.

Table 2. CSECON Resources

A.2.2 Turning Off the Console Window

For some of the platforms supported by DIl COE, the opening of the console window can be
prevented by setting aresource value. If the resource Di spl ayManager *useDi spl ayConsol e
existsin the/ h/ COE/ Conp/ CSEXDM dat a/ conf i g/ xdm confi g file, the console window can be
disabled. To disable the opening of the console window, set the default value from true to false.
To enable the opening of the console window, set the value to true. Superuser privilegesand a
text editor are required to modify the xdm conf i g file. To make the change effective, the user
must log out and log in again. Setting this resource value determines the console window
configuration for all userslocal to that workstation.

A.2.3 Manual Pages

Thexdcons. 1 filein the/ h/ COE/ Conp/ CSECON man/ subdirectory is the on-line manual page for

the CSECON_xdcons application.
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A.3 CSEPAS

A.3.1 Overview

The CSEPAS segment provides users with the capability to change their own passwords and
provides the security manager with the capability to assign a password to a general user. Both of
these utilities use a rule-based password checking capability.

The user can change his or her own password through invocation of the CSEPAS _user pass
executable. CSEPAS_user pass alows the user to enter a new password and re-enter the password
for verification purposes. The/ h/ dat a/ app- def aul t s/ CSEPAS resource file is used for setting
the font and color characteristics of the GUI windows. CSEPAS_user pass implements the public
domain passwd+ software, which providesits rule-based password checking capability. The

/ h/ COE/ Conp/ CSEPAS/ dat a/ passwd. dat a file contains the construction rules for avalid
password. The rules contained in thisfile are discussed in the next section.

The security manager assigns passwords to users through invocation of the

CSEPAS_Assi gn_Passwor ds executable. CSEPAS Assi gn_Passwor ds displays a selectable list of
users who currently exist on the system. CSEPAS _user pass isinvoked for each user that is
selected for password assignment.

A.3.2 Changing Password Construction Parameters

To determine the parameters by which a password is constructed, the appropriate set of rulesin
/ h/ COE/ Conp/ CSEPAS/ dat a/ passwd. dat a must be selected. To modify the passwd. dat a file,
superuser privileges are required. It is recommended that the rules themselves not be modified,
with the exception of the password length rule. The desired combination of rules can be selected
through the insertion or removal of commenting marks at the beginning of the rules records. A
standard ASCI| text editor can be used to modify the passwd. dat a file. When the passwd. dat a
fileisinitsinitial state, a default set of password rules are selected.

In the case of every rule, to prevent the use of arule in the construction of a password, comment
out the rule by inserting a# character at the beginning of the line where the rule is specified. Be
aware that some rules are interrelated and may require all associated rules to be commented out to
prevent the checking of that password construct. Uncomment the rule by deleting the # from the
beginning of the line where the rule is specified.

In the passwd. dat a file, the password rules are found beginning on line 102. The first rule of the
set disallows the user’ s login name being used as his or her password. Note that to alow usersto
use their log in name as their password, the circular shift rule, identified in a following paragraph,
must also be commented out. The second ruleis similar to the first rule and disallows the use of
the user’ s log in name typed in reverse being used as their password.
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The third through the eleventh rules, discussed in the following paragraph, depend on the GECOS
information having been included in the user’ s password record. If thisinformation is not included
with the password record, then these rules are not checked in the construction of new passwords.

The third and forth rules disallow the user’ s first name and reversed first name being used as their
password. The fifth and sixth rules disallow the user’s last name and reversed last name being
used as their password. The seventh and eighth rules disallow the user’s office and reversed office
being used as their password. The ninth and tenth rules disallow the user’ s phone number and
reversed phone number being used as their password. The eleventh rule disallows the user’s
initials being used as their password.

The twelfth and thirteenth rules disallow the newly entered password from being the same as the
previous password. The last rule in this section disallows the use of the user’s ID from being the
password or being contained within the password.

The next rule found in the passwd. dat a file disallows use of a circular shift of the user name asa
password.

The next section of the file contains five rules that govern the use of host name and domain name
in the construction of passwords. The first two rulesin this section disallow the host name and
reversed host name of the local workstation being used as passwords. The next two rules disallow
the domain name and reversed domain name being used as passwords. The last rule disallows
domained host name being used as a password.

The next section of the file contains four rules that disallow words that are found in two separate

dictionary files from being used as passwords. Note that both of the rules for a
dictionary must be commented out to allow words found in that dictionary to be used as

passwords. The two dictionary files are/ h/ COE/ Conp/ CSEPAS/ dat a/tri vi al . di ct and
/ h/ COE/ Conp/ CSEPAS/ -dat a/ ful | . di ct .

The last rule in the file determines the required length of the password. The default length of a
constructed password is eight characters. To adjust the length of the constructed password
change the value of the number after the < character to the minimum desired length. The
password can be adjusted to be 1 to 8 characters long. For the benefit of the user, it is suggested
that if the password length limit is modified, that the length specified in the error message portion
of the rule also be changed to reflect the new length. If this rule is commented out, a password
from length 1 to 8 characters can be constructed.

A.33 M anual Pages

Theuser pass. 1, Assi gn_Passwor ds. 1, and passwdpl us. 1 filesin the
/ h/ COE/ Conp-/ CSEPAS/ man/ subdirectory are the on-line manual pages for the
CSEPAS user pass and CSEPAS_Assi gn_Passwor ds applications.
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A4 CSELCK
A4l Overview

The CSELCK (xlock) segment provides the DIl COE with an automatic session locking
mechanism that activates when the mouse and keyboard have been idle for a configurable amount
of time.

A.4.2 Operation

The condition of asesson when it isin an idle state is referred to as deadman. The CSELCK
segment considers deadman to have two distinct phases. During the first phase of the deadman,

/ h/ COE/ Conp/ CSELCK/ bi n/ CSELCK_xaut ol ock automatically locksthe screen if the keyboard
and mouse have been idle for a configurable time limit by invoking

/ h/ COE/ Conp/ CSELCK/ bi n/ x| ock . During the second phase of the deadman, xlock takes a
deadman action if the keyboard and mouse remain idle for a configurable time limit after the
screen has been automatically locked. The xlock resources are specified in the file CSELCK located
inthe/ h/ COE/ Conp/ CSELCK/ dat a/ app- def aul t s subdirectory. These resources are described
in Table 3. Superuser privileges and atext editor, such as“vi” editor, are required to change this
file. The xlock resources are located at the end of the CSELCK file. At the beginning of thisfile,
after some records of modification, are the settings for the various screen saver modes which are
used by the CSELCK_xI ock screen locking application. The settings for these screen saver modes
are described inthe CSELCK_xI ock manual pages.

Be aware that the CDE which comes with the DIl COE kernel also contains a screen saver
function. Depending on whether it is enabled and the settings of its time out value, it may engage
before the CSELCK can perform its session locking function.

A.43 Changing Screen Lock Time Out

The CSELCK_xaut ol ock processisinitialy invoked when xdm executes “ Xsesson” during user
login. Thisfileislocated in the/ h/ COE/ Conp/ CSEXDM dat a/ et ¢/ subdirectory. This file must be
edited to change the period of time that CSELCK_xaut ol ock walits before locking the screen of
an idle workstation. Superuser privileges and a text editor, such as“vi” editor, are required to
change thisfile. Thistask isintended to be performed by the System Administrator. The - ti ne
option of the command line which invokes the CSELCK_xaut ol ock process isthe value which
needs to be changed. The command line appears as follows:

if [ -d /h/COE Conp/ CSELCK ]; then
/ 'h/ COE/ Conp/ CSELCK/ bi n/ CSELCK xaut ol ock -tinme 5 -1 ocker
“/ h/ COE/ Conp/ CSELCK/ bi n/ CSELCK x| ock - name CSELCK
-renote -allowaccess +all owoot >& 2>& " &

fi

Note that the line is replicated here with the default options. The maximum value that the - ti ne
option can be is 60 minutes and the minimum value is 1 minute. The default, as shown, is5
minutes. The workstation must be rebooted after the change is made to make it effective.
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Resource Default Description
Setting
deadmanTimeout 30 minutes Specifies the number of minutes after the screen islocked to
execute the deadman action.
deadmanAction none Specifies the actions to be performed when deadman timeout
expires. It may consist of the string “none” or one or more of
the following space separated strings: “notify”, “terminate”,
and “script”.
If “none” is set, no action will be performed.
If “notify” is set, the person or mail alias, specified by the
deadmanM ailRecipient resource, will be notified by email that
the workstation has been left unattended.
If “terminate” is set, the user’s session, including all processes
owned by the user, will be terminated.
If “script” is set, the shell script named by the deadmanScript
resource will be executed.
deadmanWarningTimeout 60 seconds Specifies the number of seconds before executing the
deadmanAction to display a warning message.
deadmanWarning Dependsonthe | Specifies the warning message to display. If the
setting of the | deadmanAction contains the “terminate” flag, the
deadmanAction | deadmanWarning default is “ WARNING: Inactive session will
resource be terminated in %d seconds!”. Otherwise the defaullt is to not
display a warning message.
deadmanWarningBell on Controls whether an audible beep is sounded at one-second
intervals during the display of the warning message.
deadmanScript No default The script executed when the deadman timeout expires if the
deadmanAction resource is set to “script”. The script must
residein the/ h/ CSELCK/ dat a/ et ¢ directory.
deadmanM ailRecipient secman Specifies the user or mail alias used by the deadman capability
when sending mail messages.
deadmanM ail Subject Deadman Specifies the subject line of deadman mail messages.
Timeout

A.44

M anual Pages

Table 3. CSELCK (Xlock) Resources

The CSELCK _xaut ol ock. 1 and CSELCK_xI ock. 1 filesinthe/ h/ COE/ Conp/ CSELCK/ man/
subdirectory are the on-line manual pages for the CSELCK_xaut ol ock and the CSELCK_xI ock

applications.
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Appendix B - Communications
B.1 The DIl COE Network

An HP or a SPARC loaded with the DIl COE can be configured as a stand-alone machine or
networked in a server/client relationship.

B.1.1 Stand-Alone Configuration

A stand-alone machine isits own server. It retains data without relying on a networked server. It
shares data (1) through messages transmitted over configured comms ports or (2) by floppy
diskette or tape.

B.1.2 Network Configuration

The communications processor holds all track and comms data. When installing software, the
communications processor should be installed first, followed by its client machines. Client
machines depend on the server for data, especially data from the track database. Communications
processor functions include:

C Processing incoming and outgoing messages
C Decoding incoming messages

C Correlating track information

C Routing outgoing messages.

If the server goes down, the Track Database Manager (Tdbm) warning window informs the user
that the server is down. Although the user can view track information, no track database actions
(local or shared) are processed.

B.2 | nterface Description
The DIl COE supportstwo interface types: serial and LAN.
B.21 Serial Interface: RS-232, RS-422, M1L-188

A serid interface is used for serial communication between systems. If systems are at the same
gite, connect them directly. If systems are at different sites, connect them through a secure
modem, such asa STU IlII.
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B.2.2 LAN Interface: Ethernet and Fiber Optic Cabling

Ethernet and fiber optic cabling are used to enable communications between two or more
workstations on a LAN. Each machine is assigned a unique name and | P address on the network,
which are used by system files.

B.2.3 Protocols
B.2.3.1 TCP/IP

Transmission Control Protocol (TCP) moves data in a continuous, unstructured byte stream. It
provides full-duplex service, acknowledgment of data received, and data flow control.

Internet Protocol (IP) provides network layer services to the TCP/IP protocol suite. IPis
responsible for forwarding packets through a network based on | P addresses. 1P relieson TCP to
guarantee delivery of packets.

B.232 X.25

X.25is used for a Wide Area Network (WAN) of computers connected by a Packet Switching
Network (PSN), such as the Defense Data Network "DSNET1". (X.25 is generally used by
ashore sitesonly.)

B.3 Physical Connections

B.3.1 Serial

B.3.1.1 Requirementsfor a Direct Connection

A 2-, 3-, and 7-pin connection is required to connect systems located in the same installation.
B.3.1.2 Requirementsfor STU |1l Connection

The STU I11 must support an RS-232 connection. If it does not, the user must request an
RS-449-t0-RS-232 adapter from the manufacturer.
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B.3.2 LAN
B.3.21 Requirementsfor an Ethernet Interface

C Usean AUI interface with a DB 15-pin connector between the workstation and the
transceiver.

C The copper LAN interface may have a BNC connection between transceivers.

C The network must be terminated at both ends. Use aterminating 50W resistor on each
end.

C If the workstation is a stand-alone configuration, the LAN connections on the workstation
must be terminated. Use a 50W resistor on each end.

B.3.2.2 Requirementsfor a Fiber Optic Connection

C Usean AUI interface with a DB 15-pin connector between the workstation and the
transceiver.

C Thetransceiveres must reside at each computer connected by fiber optics. These boxes
have dual-ring capability to ensure continued transmission.

For example, if atransmission isinterrupted by a broken fiber optic or connection, it is
automatically routed to the second ring.
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B.4 Communication and Broadcast Configuration

Modify fields to configure a communications channel. Keep in mind the following general
information:

C Standard comms settings should be used. Changing some settings, such as baud rate,
parity, or stop bits, may cause datato be garbled. For example, if messages are garbled, it
islikely that the transmitting and receiving sites do not have the same values set for the
baud rate and related fields.

C XON/XOFF should never be used for baudot data connections. Toggle on the XOv XOFF
checkbox to enable the use of software flow control to stop and resume transmission.

C IftheRTs/ CTS checkbox istoggled on, hardware flow control is enabled.
C Make sure the comms interface configuration matches the flow control settings.
B.4.1 Starting Comms Channels
A comms channel must be turned on before it can be used.
Turn channels on and off one of two ways:
C Highlight the channel and then select START, STOP, or RESTART from the pop-up menu.

C Togglethe AUTGSTART checkbox oNinthe cows EDI T window. Thisturns a channel on
at system startup.

The STATUS column indicates status of each channel: ON or OFF.
Important:

C A comms channel can only be turned on if the designated device exists. For example, a
DTC comms channel is assigned to TTY C2. If amultiplexer is not connected to the
TTYC port, this channel cannot be turned on, but it can be reassigned to an existing port.

C A channe must be ON to open its status window.

Highlight the channel and select the w NDOWpop-up option.
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B.4.2 Starting Broadcasts

A broadcast must be turned on before it can be used. Broadcasts are turned on and off using the
BROADCASTS option from the FOTC/ BCST menu. The BROADCASTS window displays a list of
available broadcasts.

Turn broadcasts on and off one of two ways:
C Highlight the broadcast; select START from the pop-up menu.

C Togglethe AUTGSTART checkbox ONin the BROADCAST EDI T window. Thisturns the
broadcast on at system startup.

The STATUS column indicates status of each broadcast: ON or CFF.
B.4.3 Message Transmission
Messages are sent manually (using an XM T option) and automatically (using a broadcast).

To transmit a message, make sure the communications channel is turned on, the channel is
configured properly, and the channel can transmit messages.

NOTE: Manual transmissions are not allowed on the DTC channel; only automatic
transmissions are allowed viathe DTC broadcast.

To broadcast a message, make sure the appropriate comms channels are running, as described in
the previous section, and the appropriate broadcast programs are running, as described below.

B.4.4 Message and Broadcast Headers

To set adefault message header for manual transmissions, click DEFAULT in the HEADER EDI T
window pop-up menu. This header is used for all options that have a manual transmit capability,
such as tracks and overlays.

Each broadcast has its own header. If DEFAULT is selected while creating a header for a broadcast,
the broadcast header becomes the default message header. This header is used for manual
transmissions and for the broadcast.
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B.5 STU III Configuration

A serid interface comms channel must first be configured for the STU 111 connection (see Section
B.3, Physical Connections). Set the device to the port connected to the STU I1l.  Use serid
interface defaults for the other settings. dat a t ype=ASCl | , parit y=NONE, st op bi t =1, baud

r at e=2400, dat a si ze=8, RECV and XM T=ON.

C Anentry must be made in the Auto-Forward Table. (See Auto-Forward Table in the
Unified Build User's Guide.)

C Anentry must be made in the Sources reference table if in FOTC mode. (See Source
XREF Table in the Unified Build User's Guide.)

C Both STU IlIs must be in Remote Control Mode with Secure Access Control System
(SACS) enabled.

C Both STU Illls must have proper ACLs loaded.

C STU llIswith SACS support auto-answer auto-secure-no operators are needed. In this
mode, V oice/Secure Voice options are unavailable.

SACS grants access to designated STU llls, asidentified in the ACL on thelocal STU I11.

Three requirements for secure authentication of automatic, incoming calls are (1) ACL header, (2)
DAO code, and (3) Keyset ID.

STU IlIs(including STU |11 SACYS) without these codes are excluded, and cannot gain access or
connect with STU-Il1sthat share DAO codes or keyset 1Ds. This creates a closed network.
Unauthorized calls are disconnected before the line to IMCIS is opened. If two STU IlIs can talk
to each other, but cannot transmit data, their internal modes may be different. Check baud rates:
synchronous and asynchronous must match.

B.5.1 Downloading ACL

The following tablesillustrate the sequence of an ACL download. This sequence has been tested
on AT&T devices only.

STEP 1: Insert the Master CIK.

STEP 2: Click on the MENU option.
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OBSERVE PRESS
Main Menu Secure Voi ce NEXT
Main Menu Secure Data NEXT
Mai n Menu Show Confi g NEXT
Mai n Menu Change Config SELECT
Change Config Security Config SELECT
Security Config SACS D sable NEXT
Security Config SACS Options SELECT
SACS Options SACS Control NEXT
SACS Options Auto Access Control NEXT
SACS Options Far-end 1D NEXT
SACS Options Access List SELECT
ACCESS LI ST MENU Load ACL Via DTE SELECT
VWAI TING FOR ACL start DTE transfer (begin download)
RECEI VI NG ACL pl ease wait (wait until finished)
ACL RECEI VED nnn show new ACL NEXT
ACL RECEI VED nnn save new ACL SELECT
NEW ACL SAVED previ ous menu MENU

B.5.2 Temporarily Disabling SACSACL
STEP 1. Insert the Master CIK.

STEP 2: Click on the MENU option.

OBSERVE PRESS
Main Menu Secure Voi ce NEXT
Main Menu Secure Data NEXT
Mai n Menu Show Confi g NEXT
Mai n Menu Change Config SELECT
Change Config Security Config SELECT
Security Config SACS D sable SELECT
SACS Di sabl e on/of f change Di sabl e SELECT
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B.5.3 Autodialing Between Two AT& T STU IlIs

STEP 1. Insert the Master CIK.
STEP 2: Click on the MENU option to turn auto-answer on.

After the ACL is downloaded, but before it is put in Remote Control Mode,

auto-answer must be on.

If the display indicates one or more AASD rings, auto-answer is on.

PRESS PRESS
NEXT until "Change Config" SELECT
NEXT until "Security Config" SELECT
NEXT until "SAC Opti ons” SELECT
NEXT until "SACS Cont r ol " (ensure SASCTRL is enabled.) SELECT

PRESS PRESS
MENU MVENU (again)
NEXT until "Change Confi g" SELECT
NEXT until "Security Config" SELECT
The display panel will read SACS Disable (ensure SACS SELECT
Disable is OFF)

PRESS BUTTON
MENU MVENU (again)
NEXT until "Change Config" SELECT
NEXT until "Security Config" SELECT
NEXT until "SAC Opti ons” SELECT
NEXT until “Aut o Access Ctrl” (Ensure Auto

Access Ctrl isQN)

PRESS BUTTON
MENU VENU (again)
NEXT until"Change Confi g" SELECT
NEXT until "Aut o- Answer " SELECT
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B.5.4 Configuring Specific STU-111 M odels

M otorola SECTEL 1000/2000:

C Thisdevice provides the auto-secure feature, but does not allow auto-answer, nor does it

support SACS.

C The default data mode is 2400 baud, asynchronous.

C AnRS-232 port isincluded, allowing direct connection to the system.

C A sarial communications interface must be used.

RCA STU I11:

C TheSTU IlI dataport isan RS-232 (DB 25) or an RS-449 (DB 37) connection,

depending on manufacturer and model.

C RS-232 and RS-449 share the same signal levels but have a different pinout.

C RS-449 ports must be converted to RS-232 to work with the system. These converters are
included with the STU I11.

Table 4 illustrates the conversion requirements of a STU 111 RS-449 configuration to an RS-232.

RS-449 (STU-I11) RS-232 (TDP)
1-Shield 1-Shield
4-Send Data (+) 2-TXD
6—Receive Data 3-RXD
7-Request to Send 4-RTS
9—Clear to Send 5-CTS
11-Data Mode 6-DSR
19-Common Return 7—Common
20—Receive Common
22-Send Data (-)
37-Send Common
12-Terminal Ready | 20-DTR

Table 4. RS-449 to RS-232 Conversion
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Follow the steps below to configure an RCA STU Il1:

STEP1: Press PROGRAM
STEP 2: Press SETUP.

STEP3: PressYESat "set terminal options."

STEP 4. PressYES at "set standard options." The standard settings are:

- Dialing mode: TONE

- Commmode: FULL DUPLEX
- DataPorts: 2400 ASYNC

- Remote Capable: DISABLED
- A-lead Control: ENABLED

- Dual Home: Line 1 only.
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Appendix C - Database Size Limits

This appendix lists database limits for various DIl COE files.

Tracks Limits
Platform/Ambiguity 1500
Emitter 1500
Link 1024
Acoustic 100
Unit 500
S 450

Externa 0
Table 5. Track Limits
Other Track Ranges Limits
Confidence Level of AOU Cross-ix Ellipse 90 percent

Dynamic Status Board 1 master track / 20 dave tracks
Land Sites 100

Missile Systems/Track 10

Radar Systems/Track 10

Sonar Systems/Track 10

Weapon Systems/Track 10

Specific IFF Mode-2 Valued Tracks Can Be 20

Archived

Track Archive Sequence of Steps 60 seconds

Track Groups 32
Tracks/Group Limited only by disk storage
Track History Reports/Track 1,000

Track Symbol Label 26 characters

Table 6. Other Track Range Limits
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Communications Limits
Addressee (Channel Message Buffer Manager) 1,000 backlog messages
Alert Log 1,000 messages
Incoming Message Log 1,000 messages
Incoming Opnote Log 200 opnotes
Outgoing Message Log 1,000 messages
RAINFORM Messages 1,000 lines
Received Messages Displayed in Status Window 1,000 messages
Report Log 2,000 reports
Saved for Raw Messages 500 lines

Table 7. Communications Limits

Miscellaneous Limits
Auto-Forwarding, Addresses 500
Broadcast, User-Set Cycle Rate 0-720 minutes
Broadcasts, Active 25
Characters Stored per Screen Name 50
Clipboard, Files Stored on 1,000
Engagement Scenarios 10
Grid Cells, Number of 24 or 48
IFF/DIs, Nicknames 100
Incoming Message Alert, Addresses 5
Incoming Message Alert, Originators 5
Net Address (DDN) 256
Satellite Charlie Elements 300
Satvul-Satellites per Category 300
Stored Screen, Briefing Slides 50
Stored Screens, Number of 50

Table 8. Miscellaneous Limits
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M aps Limits
Key Sites 1,000
Stored Map, Parameter Combinations 500
Stored Maps 20
Zoom Width, Greatest 21,600 NM
Zoom Width, Smallest 0.25NM
Table 9. Map Limits

Overlays Limits
Overlay, Items 100
Overlay, Points 256
Overlay, Polyline Points 256
Overlays, Number of 500

Table 10. Overlay Limits
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